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Zeno J. Geradts, PhD*, Netherlands Forensic Institute, Ministry of Justice, Laan van Ypenburg 6, Den Haag, SH 2497 GB, 
NETHERLANDS; and Floris Gisolf, MSFS, Laan van Ypenburg 6, Den Haag 2497 GB, NETHERLANDS

$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��DWWHQGHHV�ZLOO�EH�DZDUH�RI�D�PHWKRG�IRU�ODUJH�VFDOH��FRPPRQ�VRXUFH�LGHQWL¿FDWLRQ�RI�D�GLJLWDO�
FDPHUD�ZLWK�SRVVLELOLWLHV�WR�LPSURYH�WKH�VSHHG�RI�LGHQWL¿FDWLRQ�

7KLV�SUHVHQWDWLRQ�ZLOO�LPSDFW�WKH�IRUHQVLF�VFLHQFH�FRPPXQLW\�E\�VKRZLQJ�WKDW�ODUJH�VFDOH�FDPHUD�LGHQWL¿FDWLRQ�LV�SRVVLEOH�RQ�D�
VWDQGDUG�GHVNWRS�FRPSXWHU�LQ�IRUHQVLFDOO\�UHOHYDQW�WLPH�ZKLOH�VWLOO�PDLQWDLQLQJ�D�KLJK�GHJUHH�RI�DFFXUDF\�

Photo Response Non-Uniformity (PRNU) noise, present in images made by a digital camera, can be used to identify the source 

FDPHUD�RI�DQ�LPDJH�RU�OLQN�LPDJHV�ZLWK�D�FRPPRQ�VRXUFH���3518�LV�FDXVHG�E\�LPSHUIHFWLRQV�RI�LPDJH�VHQVRUV�GXULQJ�WKH�PDQXIDFWXULQJ�
SURFHVV�� �'XH�WR�WKHVH�LPSHUIHFWLRQV��HDFK�SL[HO�RQ�D�FDPHUD�VHQVRU�JLYHV�D�VOLJKWO\�GLIIHUHQW�VLJQDO��HYHQ�ZKHQ�UHFHLYLQJ�WKH�VDPH�
DPRXQW�RI�OLJKW�� �3518�QRLVH�LV�V\VWHPDWLF��PHDQLQJ�WKDW�LW� LV�DSSUR[LPDWHO\�WKH�VDPH�IRU�HYHU\�LPDJH�PDGH�E\�D�VSHFL¿F�FDPHUD���
Therefore, it can be used to identify the source camera of an image. 

0DQ\�FDVHV�� VXFK�DV�FKLOG�SRUQRJUDSK\�FDVHV��KDYH� ODUJH�QXPEHUV�RI� LPDJHV� �!�������� IURP�XQNQRZQ�VRXUFHV�� �7R� LGHQWLI\�D�
common source between these images, all the images have to be compared to one another.  For example, a case with 10,000 images 

UHVXOWV�LQ�DSSUR[LPDWHO\����PLOOLRQ�FRPSDULVRQV���8VLQJ�WKH�RULJLQDO�PHWKRG��LW�ZRXOG�WDNH�URXJKO\�RQH�\HDU�RI�FRPSXWDWLRQ�WLPH�RQ�
D�GHVNWRS�FRPSXWHU�ZLWK�D�����*+]�TXDG�FRUH�&HQWUDO�3URFHVVLQJ�8QLW��&38����)RU�SUDFWLFDO�SXUSRVHV��WKLV�LV�WRR�ORQJ��WKHUHIRUH��WZR�
PHWKRGV�KDYH�EHHQ�SURSRVHG�LQ�WKH�SDVW�WR�GHFUHDVH�WKH�FRPSXWDWLRQ�WLPH�RI�FDPHUD�LGHQWL¿FDWLRQ��

7KH�¿UVW�PHWKRG�LV�WR�UHGXFH�WKH�QXPEHU�RI�SL[HOV�XVHG�IRU�WKH�FRPSDULVRQ�RI�WKH�3518�SDWWHUQV���,QVWHDG�RI�WDNLQJ�DOO�SL[HOV�RI�DQ�
image, only a percentage of the pixels are selected.  The second method reduces the bits per pixel to store the data.  Both methods reduce 

WKH�LQIRUPDWLRQ�DQG��WKHUHIRUH��WKH�FRPSXWDWLRQ�WLPH�QHHGHG�IRU�WKH�FDPHUD�LGHQWL¿FDWLRQ�SURFHVV���$SSO\LQJ�WKHVH�PHWKRGV�WR�D�FDVH�
ZLWK���������LPDJHV�UHGXFHV�WKH�FDOFXODWLRQ�WLPH�WR�DSSUR[LPDWHO\�RQH�GD\�LQVWHDG�RI�RQH�\HDU��KRZHYHU��WKHVH�PHWKRGV�ZHUH�GHVLJQHG�
for cases where a suspect device is available to generate high-quality PRNU noise patterns. 

Experiments on single-image comparison showed that applying these methods results in a low sensitivity:  approximately a true 

SRVLWLYH� UDWH�RI������DW�DQ�H[SHULPHQWDO� IDOVH�SRVLWLYH� UDWH�RI�]HUR�� �7R�FRXQWHU� WKH�QHJDWLYH�HIIHFWV�RI� UHGXFLQJ� WKH� LQIRUPDWLRQ��DQ�
algorithm was developed.  This algorithm increases the sensitivity to approximately 98% at a small fraction of the total calculation time. 

The idea behind the algorithm is that the PRNU noise pattern becomes clearer when multiple images of the same camera are used 

to estimate the PRNU noise pattern.  The assumption is that the two images with the highest correlation above a certain threshold have a 

FRPPRQ�VRXUFH���7KH�3518�QRLVH�SDWWHUQ�RI�WKHVH�LPDJHV�LV�WKHQ�DYHUDJHG�IRU�D�FOHDUHU�SDWWHUQ���0RUH�LPDJHV�DUH�DGGHG�WR�WKLV�SDWWHUQ��
if their correlation with this averaged pattern is above the threshold.  Images that would normally fall below the threshold, even though 

WKH\�DUH�IURP�WKH�VDPH�VRXUFH��DUH�QRZ�DGGHG�WR�WKH�DYHUDJHG�SDWWHUQ��ZKLOH�RWKHU�LPDJHV��RULJLQDWLQJ�IURP�D�GLIIHUHQW�VRXUFH��WKDW�ZHUH�
above the threshold by random chance, are now excluded.

7KLV�SDFNDJH�RI�PHWKRGV�DOORZV�IRU� ODUJH�VFDOH��FRPPRQ�VRXUFH�LGHQWL¿FDWLRQ�RQ�VWDQGDUG�GHVNWRS�FRPSXWHUV��DYDLODEOH�WR�DQ\�
forensic scientist, in a reduced amount of time.

7KLV�PHWKRG�FDQ�EH�FRPELQHG�ZLWK� WKH�TXDQWL]DWLRQ� WDEOHV� LQ� -3(*�¿OHV�DV�D�SUH�VHOHFWLRQ�PHDVXUH�DV�ZHOO� DV�XVLQJ�*UDSKLFV�
Processing Units (GPUs) to improve the speed with larger databases of child pornography cases.  Practical results of a large database of 

images are presented. 
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