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C11 Online Anonymity:  Forensic Analysis of The Onion Router (Tor) Browser Bundle

Darcie Lynn Winkler, BS*, 1106 11th Avenue, Apt 4, Huntington, WV 25701; Robert J. Boggs, West Virginia State Police Digital 
Forensics Unit, 1401 Forensic Science Drive, Huntington, WV 25701; John E. Sammons, MS, 18 Quail Drive, Ona, WV 25545; and 
Terry Fenger, PhD, 1401 Forensic Science Drive, Huntington, WV 25701

After attending this presentation, attendees will understand the manner in which The Onion Router (Tor) provides anonymity to its 

users, some of the vulnerabilities that exist within the software, and a few forensic analysis techniques that are capable of circumventing 

the secrecy.
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information pertaining to the Tor Browser Bundle (TBB) that may save time in future investigations as attendees will be aware of several 
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