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Fingerprint Replication Utilizing Latent Fingerprints for Conducting Forensic
Analysis on Mobile Devices With Biometric Security

Joshua D. Sablatura*, SHSU Digital Forensics, 2537 Pine Shadows Drive, Apt 434D, Huntsville, TX 77320; Robert McDown, BS*,
Sam Houston State University, 1803 Avenue I, Huntsville, TX 77341; Jorn Chi-Chung Yu, PhD, Sam Houston State University, Dept of
Forensic Science, Box 2525, Huntsville, TX 77341; and Lei Chen, PhD, Sam Houston State University, 1803 Avenue I, Huntsville, TX
77341

biometric security to conduct a digital forensics analysis.
This presentation will impact the forensic science community by providing a supplemental means to collect digital evidence from
personal devices that are protected with biometric security systems. Current techniques for data extraction on mobile devices include
brute forcing pin codes, software security bypass via custom boot-loader, and physical data extraction using a Joint Test Action Group

a digital image of the print was created using either a scanner or camera. This image was imported into an image processing software

two methods, the PCB method is the low-tech, low-cost method to create the mold. This method involves printing the enhanced image
with a laser-jet printer to a transfer medium. Using a heat source, the image is transferred from the transfer medium to a copper-clad
board. Once the image has been transferred, ferric chloride is used to etch the excess copper from the board, leaving behind the copper

This study indicates that the use of gelatin, ballistics gel, and Elmer’s® white glue are viable candidates that can be used in the

that includes mobile devices.
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