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C12 Fingerprint Replication Utilizing Latent Fingerprints for Conducting Forensic 
Analysis on Mobile Devices With Biometric Security
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Sam Houston State University, 1803 Avenue I, Huntsville, TX 77341; Jorn Chi-Chung Yu, PhD, Sam Houston State University, Dept of 
Forensic Science, Box 2525, Huntsville, TX 77341; and Lei Chen, PhD, Sam Houston State University, 1803 Avenue I, Huntsville, TX 
77341

$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��DWWHQGHHV�ZLOO�KDYH�D�EHWWHU�XQGHUVWDQGLQJ�RI�ELRPHWULF�VHFXULW\��VSHFL¿FDOO\�¿QJHUSULQW�UHFRJQLWLRQ��
LQ�SHUVRQDO�GLJLWDO�GHYLFHV��D�WHFKQLFDO�XQGHUVWDQGLQJ�RI�WKH�GHYLFH¶V�VSHFL¿F�RSHUDWLRQV��DQG�RI�WKH�PHDQV�IRU�FLUFXPYHQWLQJ�WKH�GHYLFH¶V�
biometric security to conduct a digital forensics analysis.

This presentation will impact the forensic science community by providing a supplemental means to collect digital evidence from 

personal devices that are protected with biometric security systems.  Current techniques for data extraction on mobile devices include 

brute forcing pin codes, software security bypass via custom boot-loader, and physical data extraction using a Joint Test Action Group 

�-7$*��FRQQHFWLRQ��KRZHYHU�� WKHVH�PHWKRGV�DUH�QRW�DOZD\V�LPSOHPHQWDEOH�XQGHU�WKH�IROORZLQJ�FRQGLWLRQV�� ����� WKH�GHYLFH�DOORZV�D�
OLPLWHG�QXPEHU�RI�SLQ�FRGH�HQWULHV�EHIRUH�WKH�GHYLFH�ORFNV�LWVHOI�RU�ZLSHV�WKH�GDWD������WKH�RSHUDWLQJ�V\VWHP�GRHV�QRW�KDYH�D�NQRZQ�
VHFXULW\�E\SDVV��RU������WKH�GDWD�RQ�WKH�GHYLFH�LV�HQFU\SWHG�UHQGHULQJ�D�SK\VLFDO�GDWD�H[WUDFWLRQ�XVHOHVV�

7KH�JRDO�RI�WKLV�SURMHFW�LV�WR�GHYHORS�WHFKQLTXHV�WR�YLVXDOL]H�D�ODWHQW�SULQW�IURP�WKH�VXUIDFH�RI�D�PRELOH�GHYLFH��WKLV�SULQW�FDQ�WKHQ�
EH�XVHG�WR�GHYHORS�D�PROG�WKDW�FDQ�UHFRQVWUXFW�WKH�XVHU¶V�SULQW���$IWHU�XVLQJ�¿QJHUSULQW�SRZGHUV�WR�OLIW�D�SULQW�IURP�WKH�GHYLFH�VXUIDFH��
a digital image of the print was created using either a scanner or camera.  This image was imported into an image processing software 

SDFNDJH�LQ�RUGHU�WR�XVH�WKH�FRORU�UDQJH�VHOHFWLRQ�WRRO�WR�H[WUDFW�WKH�SULQW�IURP�WKH�EDFNJURXQG���7KH�WKUHVKROG�WRRO�ZDV�WKHQ�XVHG�WR�
HQKDQFH�WKH�SULQW¶V�FODULW\�IURP�WKH�EDFNJURXQG�ZKLOH�FRQYHUWLQJ�WKH�LPDJH�WR�EODFN�DQG�ZKLWH��

$IWHU�FUHDWLQJ�D�YLDEOH�LPDJH��D�PROG�ZDV�FUHDWHG�XVLQJ�HLWKHU�WKH�3ULQWHG�&LUFXLW�%RDUG��3&%��RU��'�SULQWLQJ�PHWKRG���2I�WKHVH�
two methods, the PCB method is the low-tech, low-cost method to create the mold.  This method involves printing the enhanced image 

with a laser-jet printer to a transfer medium.  Using a heat source, the image is transferred from the transfer medium to a copper-clad 

board.  Once the image has been transferred, ferric chloride is used to etch the excess copper from the board, leaving behind the copper 

FRQFHDOHG�E\�WKH�LPDJH�WUDQVIHU���7KH��'�SULQWLQJ�PHWKRG�LV�PRUH�H[SHQVLYH�GXH�WR�WKH�PDWHULDOV�DQG�HTXLSPHQW�XWLOL]HG���$IWHU�WKH�
HQKDQFHG�LPDJH�LV�REWDLQHG��LW�PXVW�EH�H[WUXGHG�LQWR�D��'�LPDJH�XVLQJ�D�&RPSXWHU�$LGHG�'HVLJQ��&$'��SURJUDP���7KLV�LV�WKHQ�SULQWHG�
ZLWK�D��'�SULQWHU� WR�FUHDWH� WKH�PROG�� �8VLQJ� WKH�PROG�FUHDWHG�IURP�HLWKHU�PHWKRG�� WKH�¿QJHUSULQW�FDQ� WKHQ�EH�UHFRQVWUXFWHG�ZLWK�D�
PDWHULDO�WKDW�PLPLFV�WKH�FRQGXFWLYLW\�DQG�SOLDELOLW\�RI�KXPDQ�VNLQ��

This study indicates that the use of gelatin, ballistics gel, and Elmer’s® white glue are viable candidates that can be used in the 

SURFHVV�RI�UHFRQVWUXFWLQJ�WKH�¿QJHUSULQW�DV�HDFK�RI�WKHVH�VXEVWDQFHV�LV�UHFRJQL]HG�E\�WKH�GHYLFH¶V�VFDQQHU���&XUUHQWO\��UHVHDUFK�LV�LQ�
SURJUHVV� WR� UH¿QH� WKH�PHWKRGV�XVHG� WR�FUHDWH� WKH�PROGV�DQG� WR�HQKDQFH� WKH�H[WUDFWHG�¿QJHUSULQW� LPDJH� WR�SURGXFH�D�PRUH�DFFXUDWH�
UHSURGXFWLRQ���7KLV�SURYLGHV�DGGLWLRQDO�HYLGHQFH��QRW�SUHVHQW�LQ�WKH�GLJLWDO�H[DPLQDWLRQ��EXW�OLNHO\�WR�EH�YHU\�XVHIXO�LQ�DQ�LQYHVWLJDWLRQ�
that includes mobile devices.
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