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C13 Implications for Digital Forensics Investigations of the United States 2nd Circuit 
Ruling Upholding Deletion of Non-Responsive Computer Files:  A United States 
and European Union/Germany Perspective

Donald J. Horowitz, JD, c/o 4311 11th Avenue, N, Seattle, WA 98105; Barbara E. Endicott-Popovsky, PhD*, 4311 11th Avenue, NE, 
Ste 400, Seattle, WA 98105; Aaron Alva, 2001 E Yesler Way, #33, Seattle, WA 98122; Hellen Schiling, PhD, Kempf & Dannenfeldt, 
Siesmayerstraße 58, Frankfurt am Main 60323, GERMANY; Carsten Rudolph, PhD, Fraunhofer SIT, Institute for Secure Information, 
Technology, Darmstadt, GERMANY; and Nicolai Kuntze, Rheinstrasse 75, Darmstadt, Hessen 64295, GERMANY

The goals of this presentation are to discuss ruling impacts and to describe current research in the United States and the European 

Union/Germany addressing selective suppression.

After attending this presentation, attendees will better understand the results of research into technical and legal issues arising from 

WKLV�ODQGPDUN�GHFLVLRQ���7KLV�KDV�VLJQL¿FDQW�WHFKQLFDO�DQG�OHJDO�LPSOLFDWLRQV�IRU�DOO�GLJLWDO�IRUHQVLFV�LQYHVWLJDWLRQV�
In United States v. Ganias, June 2014, the Second Circuit held that the government has a duty to delete or return non-responsive data 

LW�KDG�SUHYLRXVO\�VHL]HG�WKURXJK�D�YDOLG�VHDUFK�ZDUUDQW��UDLVLQJ�WKH�EDU�IRU�ZKDW�WKH�JRYHUQPHQW�PXVW�GR�SRVW�VHL]XUH�RI�GLJLWDO�HYLGHQFH�1  
$WWHQGHHV�ZLOO�OHDUQ�WKH�UHVXOWV�RI�WKLV�UHVHDUFK�LQWR�WHFKQLFDO�DQG�OHJDO�LVVXHV�DULVLQJ�IURP�WKLV�ODQGPDUN�GHFLVLRQ���7KLV�KDV�VLJQL¿FDQW�
technical and legal implications for all digital forensics investigations. 

This presentation explores the implications of this ruling from the technical and legal perspectives of experts in the United States and 

the European Union and of members of a digital forensics research collaboration between the University of Washington and Fraunhofer 

,QVWLWXWH�'DUPVWDGW���7KLV�VWXG\�DOVR�GLVFXVVHV�FRPSDUDWLYH�VHOHFWLYH�VXSSUHVVLRQ�SURFHGXUHV�XVHG�LQ�*HUPDQ\�2-5

7HFKQRORJ\�DQG�SROLF\�DUH�RIWHQ�RQ�D�FROOLVLRQ�FRXUVH��WKLV�UXOLQJ�LV�DQ�H[DPSOH���7KH�WHFKQLFDO�FKDOOHQJHV�DUH�PDQ\�������KRZ�GR�ZH�
GHOHWH�QRQ�UHVSRQVLYH�GDWD�IURP�GLVN�LPDJHV�ZLWKRXW�YLRODWLQJ�WKH�LQWHJULW\�RI�UHVSRQVLYH�¿OHV������ZKDW�GR�ZH�GR�ZLWK�KDVK�YDOXHV�DQG�
GLJLWDO�VLJQDWXUHV������KRZ�GR�ZH�HGLW�YLGHR�DQG�DXGLR�¿OHV�WR�VKRZ�WKDW�DOO�UHWDLQHG�SDUWV�FRUUHVSRQG�WR�WKHLU�UHVSHFWLYH�SDUWV�IURP�WKH�
RULJLQDO�¿OH������KRZ�GR�ZH�FUHDWH�VLJQDWXUHV�WKDW�VKRZ�ZKLFK�SDUWV�ZHUH�GHOHWHG��DQG������KRZ�GR�ZH�GHOHWH�SDUWV�RI�D�GDWDEDVH�ZLWKRXW�
YLRODWLQJ�UHOHYDQW�GDWD�RU�FRPSOHWH�GDWDEDVHV�ZLWK�PDLQO\�QRQ�UHVSRQVLYH�LQIRUPDWLRQ�WKDW�PLJKW�QRW�EH�UHWDLQHG�DW�DOO"

$GGLWLRQDO�OHJDO�SROLF\�FRQFHUQV�LQFOXGH�������ZKDW�SURFHGXUHV�ZLOO�WKH�JRYHUQPHQW�XVH�WR�GHOHWH�QRQ�UHVSRQVLYH�GDWD������ZKRVH�
UHVSRQVLELOLW\�ZLOO�LW�EH�WR�SHUIRUP�WKH�GHOHWLRQ������PXVW�WKH�JRYHUQPHQW�YHULI\�WKH�GHOHWLRQ�DQG��LI�VR��KRZ�FDQ�WKH�GHOHWLRQ�EH�YHUL¿HG��
����KRZ�ORQJ�FDQ�D�QRQ�UHVSRQVLYH�¿OH�EH�UHWDLQHG�EHIRUH�LW�EHFRPHV�DQ�XQUHDVRQDEOH�VHL]XUH������KRZ�GRHV�WKLV�LQWHUDFW�ZLWK�ULJKWV�WKDW�
FULPLQDO�GHIHQGDQWV�KDYH�RQ�DSSHDO������ZKDW�LV�FRQVLGHUHG�D�³GRFXPHQW�´�DQG������ZKR�GHFLGHV�ZKDW�LV�QRQ�UHVSRQVLYH"

Although the government argued that selective deletion from an imaged hard drive would be impractical, the court stated that it was 

QRW�HQWLUHO\�FRQYLQFHG���³%XW�HYHQ�LI�ZH�DVVXPHG�LW�ZHUH�QHFHVVDU\�WR�PDLQWDLQ�D�FRPSOHWH�FRS\�RI�WKH�KDUG�GULYH�VROHO\�WR�DXWKHQWLFDWH�
HYLGHQFH�UHVSRQVLYH�WR�WKH�RULJLQDO�ZDUUDQW��WKDW�GRHV�QRW�SURYLGH�D�EDVLV�IRU�XVLQJ�WKH�PLUURU�LPDJH�IRU�DQ\�RWKHU�SXUSRVH�´��7KLV�EHJLQV�
WR�LPSO\�ZKDW�WKH�FRXUW�WKLQNV�DXWKHQWLFLW\�PD\�HQWDLO��EXW�UDLVHV�WKH�DGGLWLRQDO�TXHVWLRQV�GHVFULEHG�DERYH�

6LPLODU�WR�WKH�8QLWHG�6WDWHV��LQ�*HUPDQ\��LQIULQJHPHQW�GXH�WR�VHDUFK�DQG�VHL]XUH�PHDVXUHV�LV�MXVWL¿HG�RQO\�RQ�WKH�FRQGLWLRQ�WKDW�WKH\�
DUH�LQ�DFFRUGDQFH�ZLWK�WKH�*HUPDQ�&ULPLQDO�3URFHGXUH�&RGH��VHFXULQJ�GDWD�DOZD\V�UHTXLUHV�WKH�REMHFW�LQ�TXHVWLRQ�WR�EH�RI�VLJQL¿FDQFH�
for the investigation.6��7R�GHWHUPLQH�HYLGHQWLDU\�VLJQL¿FDQFH��RII�VLWH�UHYLHZV�DUH�SHUPLWWHG�SXUVXDQW�WR�WKH�*HUPDQ�&ULPLQDO�3URFHGXUH�
Code.7��$V�VRRQ�DV�D�GHFLVLRQ�LV�PDGH��WKHVH�GRFXPHQWV�GDWD�PXVW�EH�UHWXUQHG�RU�GHOHWHG��KRZHYHU��*HUPDQ�DXWKRULWLHV�UHFRJQL]H�WKDW�
VHOHFWLYH�VXSSUHVVLRQ�ZDV�³LPSUDFWLFDO�´�UHVSHFWLYHO\�³WHFKQLFDOO\�LPSRVVLEOH�´�GXH�WR�KDUPLQJ�WKH�YDOLGLW\�RI�D�PLUURU�LPDJH�1 

,Q� FRQWUDVW�� VHFXULQJ� VWRUDJH� PHGLD� LQ� *HUPDQ\� LV� HQVKULQHG� LQ� WKH� FRQVWLWXWLRQDOO\� JXDUDQWHHG� ³ULJKW� RQ� LQIRUPDWLRQDO� VHOI�
GHWHUPLQDWLRQ´�DQG� WKH�³JXDUDQWHH�RI� WKH�FRQ¿GHQWLDOLW\� DQG� LQWHJULW\�RI� ,7�V\VWHPV´��ERWK� ULJKWV�GHULYH� IURP� WKH�JHQHUDO� ³ULJKW�RI�
IUHHGRP´�LQ�FRQQHFWLRQ�ZLWK�WKH�³JXDUDQWHH�RI�KXPDQ�GLJQLW\´�RI�WKH�*HUPDQ�%DVLF�/DZ�8,9

This study explores the technical and legal research on selective suppression.  While the technical team explored a technical solution 

to the questions raised in this presentation, it was discovered that German procedures for off-site review and their views on rights 

regarding digital information have relevance to questions raised by the 2nd Circuit decision.1  These will be discussed and reviewed 

anticipating that the discoveries and insights in this study may be helpful to those adapting their digital forensics investigations to 

updated decisions.
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