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C14 Modeling Digital Autopsies on Medical Autopsies

Martin S. Olivier, PhD*, University of Pretoria, Computer Science, Pretoria 0002, SOUTH AFRICA

$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��DWWHQGHHV�ZLOO�EH�DEOH�WR�UHÀHFW�RQ�WHVWV�IRU�³QRUPDOLW\´�GXULQJ�GLJLWDO�IRUHQVLF�H[DPLQDWLRQV�WR�
H[FOXGH�SRVVLEOH�DOWHUQDWLYH�H[SODQDWLRQV�WKDW�PD\�¿W�WKH�IDFWV�LQ�D�FDVH�

7KLV�SUHVHQWDWLRQ�ZLOO�LPSDFW�WKH�IRUHQVLF�VFLHQFH�FRPPXQLW\�E\�LQFUHDVLQJ�UHOLDELOLW\�RI�¿QGLQJV�LQ�FHUWDLQ�FDVHV�
Forensic examination is at the core of digital forensics practice.  Examination uses science to provide an answer to a question that 

is relevant for legal or related purposes.  The question may entail association, event reconstruction, or some other insight from forensic 
evidence.  Once an answer x is obtained, the question can be reformulated in the form:  Is x�WUXH"��7KH�RXWFRPH�RI�VXFK�DQ�H[DPLQDWLRQ�
WKHQ�LV�D��TXDOL¿HG��yes or no (or unable to determine).  The need to qualify the yes or no relates to the level of certainty with which the 
question can be answered.

'LJLWDO�IRUHQVLFV�FHUWDLQW\��RU�HUURU�UDWH��UHPDLQV�SUREOHPDWLF�1,2  The premise of this presentation is that certainty is increased when 
DOWHUQDWLYH�H[SODQDWLRQV�KDYH�EHHQ�HOLPLQDWHG���'LJLWDO�IRUHQVLF�H[DPLQDWLRQ�UHVHDUFK�RIWHQ�IRFXVHV�RQ�VSHFL¿F�WHFKQRORJLHV�WKDW�DUH�
subject to change — reducing certainty.  This study suggests that more technology-neutral research needs to be done as a precondition 
IRU�H[SUHVVLQJ�FRQ¿GHQFH�

Unifying forensic science may be unrealistic, but metaphors from the medical sciences are common in digital forensics (e.g., the 
notion of a dead examination or the Autopsy Forensics Platform).3  Conducting a thought experiment to explore a mapping between 
medical autopsies and digital forensic autopsies is therefore prudent.

7KH�¿UVW�VWULNLQJ�VLPLODULW\�FRQVLGHUHG�LQ�WKLV�SUHVHQWDWLRQ�LV�WKH�FULVLV�H[SHULHQFHG�LQ�PHGLFROHJDO�GHDWK�LQYHVWLJDWLRQV�LQ�WKH�����V�
GXH�WR�WKH�YDULHW\�RI��TXHVWLRQDEOH��PHWKRGV�XVHG���5XGROI�9LUFKRZ�LV�FUHGLWHG�ZLWK�HVWDEOLVKLQJ�D�PHWKRG�WR�FRQGXFW�DXWRSVLHV�WKDW�
PHW�VFLHQWL¿F�VWDQGDUGV�DQG�WKDW�VXEVHTXHQWO\�EHFDPH�WKH�VWDQGDUG�SURWRFRO�4��$UJXPHQWV�DERXW�WKH�³VFLHQWL¿FQHVV´�RI�GLJLWDO�IRUHQVLFV�
continue and are raised in the presentation.

2QH� RI� WKH� FKDUDFWHULVWLFV� RI� WKH�9LUFKRZ� SURWRFRO� LV� WKDW� WKH� HQWLUH� ERG\� LV� H[DPLQHG� LUUHVSHFWLYH� RI� WKH� SUHVXPHG� FDXVH� RI�
GHDWK�� � ,W� DYRLGV� FRQ¿UPDWLRQ� ELDV�� �7KH� VWXG\� GHPRQVWUDWHV� WKH� JHQHUDO� DFFHSWDQFH� RI� WKLV� �XQLQWXLWLYH�� LPSHUDWLYH�� �7KH� LQWHUQDO�
H[DPLQDWLRQ�FRQVLVWV�RI�D�V\VWHPDWLF�UHPRYDO�RI�WKH�RUJDQV��HDFK�RUJDQ�LV�LQVSHFWHG�WR�HVWDEOLVK�LWV�FRQVLVWHQF\�ZLWK�H[SHFWHG��³QRUPDO´��
FKDUDFWHULVWLFV���6LPLODU�YHUL¿FDWLRQ�LV�D�VLJQL¿FDQW�GLIIHUHQFH�EHWZHHQ�DXWRSVLHV�LQ�WKHVH�GLVFLSOLQHV���$QRWKHU�VLJQL¿FDQW�GLIIHUHQFH�LV�
WKH�QDWXUH�RI�¿QGLQJV���7KHVH�GLIIHUHQFHV�DQG�WKH�YDOLGLW\�RI�WUDQVIHUULQJ�LPSHUDWLYHV�IURP�RQH�GLVFLSOLQH�WR�WKH�RWKHU�DUH�FRQVLGHUHG�LQ�
the study.

,V�LW�SRVVLEOH��DQG�PHDQLQJIXO��WR�³UHPRYH�RUJDQV´�IURP�GLJLWDO�DUWLIDFWV�DQG�H[SUHVV�DQ�RSLQLRQ�RQ�WKH�QRUPDOLW\�RI�VXFK�³RUJDQV´"��
The digital equivalent of an organ is a system, subsystem, or an application (henceforth, system).  The National Institute of Standards and 
7HFKQRORJ\��1,67��1DWLRQDO�6RIWZDUH�5HIHUHQFH�/LEUDU\�DOUHDG\�FDWDORJV�KDVKHV�RI�¿OHV�RFFXUULQJ�³QRUPDOO\´�LQ�PDQ\�V\VWHPV���7KLV�
H[SHULPHQW�UHTXLUHV�PRUH���LW�QHHGV�D�YHUVLRQ�RI�D�V\VWHP�FRQVLVWLQJ�RI�D�QXPEHU�RI�³NQRZQ´�¿OHV���$�GDWDEDVH�ZLWK�DW�OHDVW�WZR�VHWV�SHU�
V\VWHP�LV�UHTXLUHG�²�D�VHW�RI�¿OH�KDVKHV�IRU�D�PLQLPDO�LQVWDOODWLRQ�DV�ZHOO�DV�D�VLPLODU�VHW�IRU�D�IXOO�LQVWDOODWLRQ�RI�D�V\VWHP���'HWDLOV�DQG�
UHOHYDQW�ORJLF�RI�ZKLFK�¿OHV�VKRXOG�EH�LQFOXGHG�IRUPV�SDUW�RI�WKH�SUHVHQWDWLRQ���,Q�VXFK�D�GDWDEDVH��IRU�DQ\�V\VWHP�Si, the set of hashes 
FRUUHVSRQGLQJ�WR�D�IXOO�LQVWDOO�ZLOO�EH�GHQRWHG�E\�ĹSi�DQG�ĻSi will be used for the minimal case.  Assume that F is the set of hashes of all 
IRXQG�¿OHV���7KHQ�FSi {f א F|f אĹ Si}�LV�D�SRWHQWLDO�V\VWHP��RU�³RUJDQ´���LI�ĻSiكFSi then FSi�PD\�EH�FRQVLGHUHG�³QRUPDO�´��,W�DOVR�PHDQV�
that every f א FSi�KDV�EHHQ�DFFRXQWHG�IRU���6KDUHG�¿OHV�QHHG�VSHFLDO�FRQVLGHUDWLRQ���7KLV�SUHVHQWDWLRQ�ZLOO�DUJXH�WKDW�³QRUPDOLW\´�RI�¿OHV�
not included in the hash sets implies syntactic correctness.  Additional criteria for some excluded categories apply.

7KH�SURSRVHG�DSSURDFK�YHUL¿HV�³QRUPDOLW\´�RI�V\VWHP�DQDWRP\�EH\RQG�WKH�SULPDU\�IRFXV�RI�WKH�H[DPLQDWLRQ���7KLV�PD\�EH�H[WHQGHG�
WR�SK\VLRORJLFDO�³QRUPDOLW\´�²�ZKHUH�FDXVH�DQG�HIIHFW��DQG��KHQFH��YDOXDEOH�HYLGHQFH�PD\�EH�UHYHDOHG�

7KLV�SUHVHQWDWLRQ�LQFOXGHV�VRPH�REVHUYDWLRQV�DERXW�SUDFWLFDO�GLI¿FXOWLHV�LQ�LGHQWLI\LQJ�WKH�³RUJDQV´�IURP�D�VPDOO�SURRI�RI�FRQFHSW�
experiment.
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