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Modeling Digital Autopsies on Medical Autopsies
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Forensic examination is at the core of digital forensics practice. Examination uses science to provide an answer to a question that
is relevant for legal or related purposes. The question may entail association, event reconstruction, or some other insight from forensic
evidence. Once an answer x is obtained, the question can be reformulated in the form: Is x
yes or no (or unable to determine). The need to qualify the yes or no relates to the level of certainty with which the
question can be answered.
1,2
The premise of this presentation is that certainty is increased when
subject to change — reducing certainty. This study suggests that more technology-neutral research needs to be done as a precondition
Unifying forensic science may be unrealistic, but metaphors from the medical sciences are common in digital forensics (e.g., the
notion of a dead examination or the Autopsy Forensics Platform).3 Conducting a thought experiment to explore a mapping between
medical autopsies and digital forensic autopsies is therefore prudent.
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continue and are raised in the presentation.

the study.
The digital equivalent of an organ is a system, subsystem, or an application (henceforth, system). The National Institute of Standards and

Si

Si, the set of hashes
Si will be used for the minimal case. Assume that F is the set of hashes of all
Si FSi then FSi

FSi {f F|f
Si}
that every f FSi
not included in the hash sets implies syntactic correctness. Additional criteria for some excluded categories apply.

experiment.
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