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C15 Exploring Myths in Digital Forensics
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The goals of this presentation are to explain the evolution of digital forensics as a practice and to explore the historical rationale 

RI�VRPH�RI� WKH�³P\WKV´� OHDGLQJ� WR� WKH�³EHVW�SUDFWLFHV´� LQ�GLJLWDO� IRUHQVLFV�DQG�ZK\�PDQ\�PD\�QR� ORQJHU�EH� UHOHYDQW�JLYHQ� WRGD\¶V�
technologies.

After attending this presentation, attendees will have a better perspective of applying admissibility tests to digital evidence.

Digital forensics�²�QpH�computer forensics — is one of the newer forensic science sections in the American Academy of Forensic 

Sciences (AAFS), having been established in 2008.  After attending this presentation, attendees will understand some of the fundamental 

differences between digital forensics and the more traditional forensic sciences.  Among these differences is the historical way in which 

GLJLWDO�IRUHQVLFV�KDV�HYROYHG�DV�D�VFLHQFH�DQG�D�¿HOG�RI�SUDFWLFH���$SSUHFLDWLRQ�RI�WKHVH�GLIIHUHQFHV�PD\�FRQWULEXWH�WR�WKH�FRQYHUVDWLRQ�
VXUURXQGLQJ�WKH�FXUUHQW�ZRUN�RI�WKH�1DWLRQDO�,QVWLWXWH�RI�-XVWLFH�DQG�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\�DV�WKH\�WU\�WR�
FRGLI\�D�GH¿QLWLRQ�RI�WKH�VFLHQFH�RI�GLJLWDO�IRUHQVLFV�

8QOLNH�WKH�WUDGLWLRQDO�IRUHQVLF�VFLHQFHV��GLJLWDO�IRUHQVLFV�LQYHVWLJDWLRQV�DQG�PHWKRGRORJLHV�ZHUH�RULJLQDOO\�GHYHORSHG����\HDUV�DJR�
by computer-savvy users and practitioners rather than by the computer science community.  The development of computer forensics as 

D�GLVFLSOLQH�DQG�¿HOG�RI�VWXG\�ZDV�YHU\�DG�KRF�LQ�WKH�����V�DQG�����V��LQGHHG��WKHUH�ZHUH�YHU\�IHZ�FRPSXWHU�IRUHQVLFV�H[DPLQHUV�ZKR�
were not in the law enforcement community during that era.  Furthermore, computer forensics courses and curricula in higher education 

were practically non-existent 15 years ago.

The acceleration of change in computer technology over the last 25 years has resulted not only in changing digital forensics 

hardware and software tools and methodologies, but also in big changes in the very technology that holds the evidence, ranging from 

ÀRSS\�GLVNV�DQG�KDUG�GULYHV�WR�VPDUWSKRQHV�DQG�VROLG�VWDWH�PHPRU\�GHYLFHV���0DQ\�RI�WKH�³EHVW�SUDFWLFHV´�RI�WKH�����V�DUH�DFWXDOO\�
LUUHOHYDQW�ZLWK�WRGD\¶V�WHFKQRORJLHV��\HW�DUH�VWLOO�WDXJKW�LQ�WUDLQLQJ�DQG�HGXFDWLRQ�SURJUDPV�WRGD\���'HFLVLRQV�EDVHG�XSRQ�WKH�DGKHUHQFH�
to the myths might cause investigators or prosecutors to not introduce probative evidence at trial, falsely believing that such evidence 

ZRXOG�QRW�ZLWKVWDQG�D�FKDOOHQJH�LQ�FRXUW��DOWHUQDWLYHO\��D�FKDOOHQJH�PLJKW�EH�VXFFHVVIXOO\�PRXQWHG�GXH�WR�D�ODFN�RI�XQGHUVWDQGLQJ�RI�WUXH�
best practices.

This study will introduce several of the long-held computer forensics myths and discuss their place in the modern practice of digital 

forensic science.
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