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C16 Forensic Investigation of Crimes Committed by Unmanned Systems

Victor W. Weedn, MD, JD*, George Washington University, 2100 Foxhall Road, NW, Somers Hall, Lower Level, L-12, Washington, DC 
20007; and Anthony M. Hallett, Unmanned Response, Inc, 119B Lion Lane, Beaver, PA 15009

After attending this presentation, attendees will appreciate the potential of unmanned systems for the perpetration of crimes and will 

appreciate the problems they pose for forensic investigations. 

This presentation will impact the forensic science community by introducing the threat posed by the use of unmanned systems, to 

LQFOXGH�URERWV�DQG�GURQHV��WR�FRPPLW�FULPHV�DQG�WKH�ODFN�RI�SUHSDUHGQHVV�E\�WKH�IRUHQVLF�FRPPXQLW\�WR�DGGUHVV�LW��
$IWHU�FHQWXULHV�RI�P\WKRORJ\�DQG�FRQFHSWXDOL]DWLRQ��URERWV�DUH�VXGGHQO\�DPRQJ�XV�DQG�WKH\�DUH�UDSLGO\�SUROLIHUDWLQJ���7KH\�FDQ�

ZDON��VZLP��DQG�À\���7KH\�DUH�LQH[SHQVLYH�DQG�HDV\�WR�RSHUDWH���$V�ZLWK�DOO�PDFKLQHV��WKH\�DUH��DW�OHDVW�IRU�QRZ��H[WHQVLRQV�RI�WKHLU�
human controllers. 

$V�ZLWK�DQ\�WHFKQRORJ\��WRGD\¶V�URERWV��FRPPRQO\�UHIHUUHG�WR�DV�GURQHV��ZLOO�EH�HPEUDFHG�E\�YR\HXUV��VWDONHUV��FKLOG�PROHVWHUV��
EODFNPDLOHUV��FULPLQDOV��VPXJJOHUV��DQG�WHUURULVWV���'URQH�DVVLVWHG�FULPHV�KDYH�DOUHDG\�VXUIDFHG���D�SODQ�IRU�D�PRGHO�DLUSODQH�FDUU\LQJ�
explosives to the Pentagon was thwarted, a quad-copter carrying contraband was detected scaling a prison wall, and a submarine 

FDUU\LQJ�GUXJV�WR�VKRUH�ZDV�FDSWXUHG��KRZHYHU��LW�LV�OLNHO\�WKDW�PDQ\�VLPLODU�FULPHV�KDYH�JRQH�XQGHWHFWHG��
7KHUH�LV�HYHU\�UHDVRQ�WR�EHOLHYH�WKDW�IRUHQVLF�LQYHVWLJDWRUV�ZLOO�VRRQ�EH�DVNHG�WR�FRQGXFW�H[DPLQDWLRQV�RI�GURQHV�WKDW�ZHUH�LQYROYHG�

ZLWK�VLJQL¿FDQW�DFFLGHQWV�RU�FULPHV���,QYHVWLJDWLRQ�RI�VXFK�FDVHV��ZKHUH�WKH�KXPDQ�SHUSHWUDWRU�ZDV�in absentia, pose daunting challenges 

that will require special methodologies. 

+RZ�ZLOO�VXFK�DQ�H[DPLQDWLRQ�SURFHHG"��8QOHVV�WKH�URERW�RU�GURQH�LV�FDSWXUHG�RU�IRXQG��WKHUH�ZLOO�EH�QR�¿QJHUSULQWV�RU�ELRORJLF�
VWDLQV�DW�WKH�VFHQH���,QVWHDG�RI�IRRWSULQWV��WKHUH�PD\�EH�VRPH�VRUW�RI�WUHDG�PDUNV�RU��LQ�WKH�FDVH�RI�DQ�DHULDO�GURQH��SHUKDSV�QR�PDUNLQJV�DW�
all.  Evidentiary procedures and even longstanding investigation paradigms (such as placing the perpetrator at the scene of the crime) are 

disrupted by drones.  A digital examination of the drone may yield some important data.  Perhaps a digital trail had been left on nearby 

cell phone towers.  The drone may have a photo or video camera on board that may yield valuable data, but so might an examination 

of its mechanical systems or a chemical analysis of Chemical, Biological, Radiological, and Nuclear (CBRN) trace evidence.  Even the 

³EHKDYLRU´�RI�WKH�GURQH�PLJKW�UHYHDO�FOXHV�DERXW�LWV�RSHUDWRU��
2QH�FDQ�WKLQN�RI�GURQH�DVVLVWHG�DJJUHVVLRQ�DV�F\EHUFULPH�WKDW�WUDQVFHQGV�EH\RQG�WKH�OLPLWDWLRQV�RI�WKH�GLJLWDO�VSHFWUXP���LW�GHSOR\V�

a physical platform that can move, act, and react.  An analogy can also be made to traditional murder-for-hire crimes, where another 

human is used as a tool to perpetrate the crime — only here, a machine is contemplated instead of a person.  Analysis of cases involving 

human surrogates may provide insights for forensic investigators. 

6DOHV�RI�DHULDO�GURQHV�DFFRXQW�IRU�DSSUR[LPDWHO\�����RI�WKH�XQPDQQHG�V\VWHPV�PDUNHW�DQG�QHDUO\�DOO�RI�WKH�PHGLD�DWWHQWLRQ���7KH�
IRFXV�RI�GURQH�PDQXIDFWXUHUV�LV�WUDQVLWLRQLQJ�IURP�PLOLWDU\�WR�GRPHVWLF�PDUNHWV�DV�WKH�)HGHUDO�$YLDWLRQ�$GPLQLVWUDWLRQ�UHDGLHV�WKH�VNLHV�
IRU�FRPPHUFLDO�GURQH�WUDI¿F��OLNHO\�WR�EH�ZLGHVSUHDG�E\��������ZKLFK�WKH\�EHOLHYH�ZLOO�UHDFK��������XQLWV�E\��������6DOHV�WR�KREE\LVWV��
ZKR�FDQ�FXUUHQWO\�À\�GURQHV�WKDW�ZHLJK�XQGHU����SRXQGV��DUH�UHDFKLQJ�WKRXVDQGV�RI�XQLWV�SHU�PRQWK��

With the dramatic increase in domestic drone use, it is reasonable to assume a corresponding rise in drone misuse (accidents) 

DQG�DEXVH��FULPHV���PDQ\�RI�ZKLFK�ZLOO�EH�HPEHGGHG�LQ�FULPLQDO�DQG�FLYLO�LQYHVWLJDWLRQV�DQG�FRXUW�FDVHV���<HW��GHVSLWH�WKH�HQRUPRXV�
implications for the forensic science community, no references to presentations or papers written on this subject by forensic scientists 

have been found.  Thus, it is a reasonable conclusion that the forensic community is ill-prepared to deal with the many threats presented 

by drones.  Possible approaches to investigation of these crimes will be discussed. 
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