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C17 Cloud Computing Forensic Science Challenges
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After attending this presentation, attendees will have a better understanding of some of the main challenges faced by forensic 
LQYHVWLJDWRUV�DWWHPSWLQJ�WR�LGHQWLI\��FROOHFW��DQDO\]H��DQG�LQWHUSUHW�GLJLWDO�HYLGHQFH�UHVLGLQJ�LQ�FORXG�FRPSXWLQJ�HQYLURQPHQWV�

This presentation will impact the forensic science community by describing research performed by the National Institute of 
6WDQGDUGV�DQG�7HFKQRORJ\��1,67��&ORXG�&RPSXWLQJ�)RUHQVLF�6FLHQFH�:RUNLQJ�*URXS��ZKLFK�ZDV�HVWDEOLVKHG�WR�DJJUHJDWH�IRUHQVLF�
science challenges in the cloud environment and to develop plans for measurements, standards, and technology research to mitigate the 
challenges that cannot be handled with current technology and methods.

7KH� FORXG� H[DFHUEDWHV�PDQ\� WHFKQRORJLFDO�� RUJDQL]DWLRQDO�� DQG� OHJDO� FKDOOHQJHV� DOUHDG\� IDFHG� E\� GLJLWDO� IRUHQVLFV� H[DPLQHUV���
Several of these challenges, such as those associated with data replication, location transparency, and multi-tenancy, are somewhat 
unique to cloud computing forensics. 

7KH�*URXS�SODQV�WR�SULRULWL]H�WKH�FKDOOHQJHV�HQXPHUDWHG���)RU�KLJK�SULRULW\�FKDOOHQJHV��JDSV�LQ�WHFKQRORJ\�DQG�VWDQGDUGV�ZLOO�EH�
determined, resulting in a roadmap for addressing the challenges.

7KH�FKDOOHQJHV�WKLV�VWXG\�KDV�DJJUHJDWHG�DUH�FDWHJRUL]HG�LQWR�WKH�IROORZLQJ�JURXSV�
Architecture (e.g., diversity, complexity, provenance, multi-tenancy, data segregation, etc.) — Architecture challenges in cloud 

IRUHQVLFV� LQFOXGH� GHDOLQJ�ZLWK� YDULDELOLW\� LQ� FORXG� DUFKLWHFWXUHV� EHWZHHQ� SURYLGHUV�� WHQDQW� GDWD� FRPSDUWPHQWDOL]DWLRQ� DQG� LVRODWLRQ�
GXULQJ�UHVRXUFH�SURYLVLRQLQJ��SUROLIHUDWLRQ�RI�V\VWHPV��ORFDWLRQV��DQG�HQGSRLQWV�WKDW�FDQ�VWRUH�GDWD��DFFXUDWH�DQG�VHFXUH�SURYHQDQFH�IRU�
PDLQWDLQLQJ�DQG�SUHVHUYLQJ�FKDLQ�RI�FXVWRG\��LQIUDVWUXFWXUH�WR�VXSSRUW�VHL]XUH�RI�FORXG�UHVRXUFHV�ZLWKRXW�GLVUXSWLQJ�RWKHU�WHQDQWV��HWF��

Data Collection (e.g., data integrity, data recovery, data location, imaging, etc.)�²�'DWD�FROOHFWLRQ�FKDOOHQJHV�LQ�FORXG�IRUHQVLFV�
LQFOXGH� ORFDWLQJ� IRUHQVLF� DUWLIDFWV� LQ� ODUJH��GLVWULEXWHG��G\QDPLF� V\VWHPV�� ORFDWLQJ�DQG�FROOHFWLQJ�YRODWLOH�GDWD��GDWD� FROOHFWLRQ� IURP�
YLUWXDO�PDFKLQHV��GDWD�LQWHJULW\�LQ�PXOWL�WHQDQW�HQYLURQPHQWV�ZKHUH�GDWD�LV�VKDUHG�DPRQJ�PXOWLSOH�FRPSXWHUV�LQ�PXOWLSOH�ORFDWLRQV�DQG�
DFFHVVLEOH�E\�PXOWLSOH�SDUWLHV��LQDELOLW\�WR�LPDJH�DOO�WKH�IRUHQVLF�DUWLIDFWV�LQ�WKH�FORXG��DFFHVVLQJ�GDWD�RI�RQH�WHQDQW�ZLWKRXW�EUHDFKLQJ�WKH�
FRQ¿GHQWLDOLW\�RI�RWKHU�WHQDQWV��UHFRYHU\�RI�GHOHWHG�GDWD�LQ�D�VKDUHG�DQG�GLVWULEXWHG�YLUWXDO�HQYLURQPHQW��HWF��

Analysis (e.g., correlation, reconstruction, time synchronization, logs, metadata, timelines, etc.) — Analysis challenges in 
FORXG�IRUHQVLFV�LQFOXGH�FRUUHODWLRQ�RI�IRUHQVLF�DUWLIDFWV�DFURVV�DQG�ZLWKLQ�FORXG�SURYLGHUV��UHFRQVWUXFWLRQ�RI�HYHQWV�IURP�YLUWXDO�LPDJHV�
RU�VWRUDJH��LQWHJULW\�RI�PHWDGDWD��WLPHOLQH�DQDO\VLV�RI�ORJ�GDWD�LQFOXGLQJ�V\QFKURQL]DWLRQ�RI�WLPHVWDPSV��HWF��

Anti-Forensics (e.g., obfuscation, data hiding, malware, etc.)�²�$QWL�IRUHQVLFV�DUH�WHFKQLTXHV�XVHG�VSHFL¿FDOO\�WR�SUHYHQW�RU�
mislead forensic analysis.  Challenges in cloud forensics include the use of obfuscation, malware, data hiding, or other techniques to 
FRPSURPLVH�WKH�LQWHJULW\�RI�HYLGHQFH��PDOZDUH�PD\�FLUFXPYHQW�YLUWXDO�PDFKLQH�LVRODWLRQ�PHWKRGV��HWF��

Incident First Responders (e.g., trustworthiness of cloud providers, response time, reconstruction, etc.)�²� ,QFLGHQW�¿UVW�
UHVSRQGHU�FKDOOHQJHV�LQ�FORXG�IRUHQVLFV�LQFOXGH�FRQ¿GHQFH��FRPSHWHQFH��DQG�WUXVWZRUWKLQHVV�RI�FORXG�SURYLGHUV�WR�DFW�DV�¿UVW�UHVSRQGHUV�
DQG�SHUIRUP�GDWD�FROOHFWLRQ��GLI¿FXOW\�LQ�SHUIRUPLQJ�LQLWLDO�WULDJH��SURFHVVLQJ�D�ODUJH�YROXPH�RI�IRUHQVLF�DUWLIDFWV�FROOHFWHG��HWF��

Role Management (e.g., data owners, identity management, users, access control, etc.) — Role management challenges in 
FORXG�IRUHQVLFV�LQFOXGH�XQLTXHO\�LGHQWLI\LQJ�WKH�RZQHU�RI�DQ�DFFRXQW��GHFRXSOLQJ�EHWZHHQ�FORXG�XVHU�FUHGHQWLDOV�DQG�SK\VLFDO�XVHUV��
HDVH�RI�DQRQ\PLW\�DQG�FUHDWLQJ�¿FWLWLRXV�LGHQWLWLHV�RQOLQH��GHWHUPLQLQJ�H[DFW�RZQHUVKLS�RI�GDWD��DXWKHQWLFDWLRQ�DQG�DFFHVV�FRQWURO��HWF��
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Legal (e.g., jurisdictions, laws, service level agreements, contracts, subpoenas, international cooperation, privacy, ethics, 
etc.)�²�/HJDO�FKDOOHQJHV�LQ�FORXG�IRUHQVLFV�LQFOXGH�LGHQWLI\LQJ�DQG�DGGUHVVLQJ�LVVXHV�RI�MXULVGLFWLRQV�IRU�OHJDO�DFFHVV�WR�GDWD��ODFN�RI�
HIIHFWLYH�FKDQQHOV�IRU�LQWHUQDWLRQDO�FRPPXQLFDWLRQ�DQG�FRRSHUDWLRQ�GXULQJ�LQYHVWLJDWLRQV��GDWD�DFTXLVLWLRQ�WKDW�UHOLHV�RQ�WKH�FRRSHUDWLRQ�
RI�FORXG�SURYLGHUV��DV�ZHOO�DV�WKHLU�FRPSHWHQFH�DQG�WUXVWZRUWKLQHVV��PLVVLQJ�WHUPV�LQ�FRQWUDFWV�DQG�VHUYLFH�OHYHO�DJUHHPHQWV��LVVXLQJ�
VXESRHQDV�ZLWKRXW� NQRZOHGJH� RI� WKH� SK\VLFDO� ORFDWLRQ� RI� GDWD�� VHL]XUH� DQG� FRQ¿VFDWLRQ� RI� FORXG� UHVRXUFHV�PD\� LQWHUUXSW� EXVLQHVV�
FRQWLQXLW\�RI�RWKHU�WHQDQWV��HWF��

Standards (e.g., Standard Operating Procedures (SOPs), inter-operability, testing, validation, etc.) — Standards challenges 
LQ�FORXG�IRUHQVLFV�LQFOXGH�ODFN�RI�HYHQ�PLQLPXP�EDVLF�623V��SUDFWLFHV��DQG�WRROV��ODFN�RI�LQWHU�RSHUDELOLW\�DPRQJ�FORXG�SURYLGHUV��ODFN�
RI�WHVW�DQG�YDOLGDWLRQ�SURFHGXUHV��HWF��

7UDLQLQJ��H�J���IRUHQVLF�LQYHVWLJDWRUV��FORXG�SURYLGHUV��TXDOL¿FDWLRQ��FHUWL¿FDWLRQ��HWF�� — Training challenges in cloud forensics 
LQFOXGH�PLVXVH� RI� GLJLWDO� IRUHQVLF� WUDLQLQJ�PDWHULDOV� WKDW� DUH� QRW� DSSOLFDEOH� WR� FORXG� IRUHQVLFV�� ODFN� RI� FORXG� IRUHQVLF� WUDLQLQJ� DQG�
H[SHUWLVH�IRU�ERWK�LQYHVWLJDWRUV�DQG�LQVWUXFWRUV��OLPLWHG�NQRZOHGJH�E\�UHFRUG�NHHSLQJ�SHUVRQQHO�LQ�FORXG�SURYLGHUV�DERXW�HYLGHQFH��HWF��
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