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C18 Federated Testing:  Shared Test Materials From the Computer Forensics Tool 
Testing (CFTT) Program at NIST for Digital Forensics Tool Validation and 
Shared Test Reports

Benjamin R. Livelsberger, MS*, 100 Bureau Drive, Mail Stop 8970, Gaithersburg, MD 20899-8970; Richard Ayers, MS, 100 Bureau 
Drive, Mail Stop 8970, Gaithersburg, MD 20899-8970; and Barbara Guttman, BA, National Institute of Standards & Technology, Mail 
Stop 8970, Gaithersburg, MD 20899-8970

After attending this presentation, attendees will be familiar with the Federated Testing materials being developed by Computer 

Forensics Tool Testing (CFTT), understand how they can be used in their labs to timely and effectively validate tools, and learn how 

the Federated Testing initiative encourages shared tool validation results.  Federated Testing at the National Institute of Standards and 

Technology (NIST) is an expansion of the CFTT Program that provides digital forensics labs and practitioners with test materials for 

tool validation.

This presentation will impact the forensic science community by providing information as to how the NIST Federated Testing 

materials can be used in digital forensics labs for tool validation at a savings of time and expense and how the Federated Testing 

materials support shared tool validation results.

Forensic tools need to be validated before being used in the forensic process.  These tools need to be validated:  (1) to ensure that 

GLJLWDO�HYLGHQFH�LV�EHLQJ�FRUUHFWO\�SURFHVVHG��DQG������WR�VXSSRUW�WKH�DGPLVVLELOLW\�RI�GLJLWDO�HYLGHQFH�LQ�FRXUW�DQG�OHJDO�SURFHHGLQJV���
7RRO�YDOLGDWLRQ�LV�GLI¿FXOW��H[SHQVLYH��DQG�WLPH�FRQVXPLQJ�

The various federal, state, and local digital forensics laboratories use the same tools or the same types of tools.  It follows that a lot 

RI�ZRUN�LV�GXSOLFDWHG�LQ�WRRO�YDOLGDWLRQ���7KH�&)77�SURJUDP�FXUUHQWO\�FUHDWHV�WRRO�VSHFL¿FDWLRQV��WHVW�PHWKRGV��DQG�WHVW�UHSRUWV���7KH�JRDO�
DQG�SXUSRVH�RI�)HGHUDWHG�7HVWLQJ�LV�WR�VLPSOLI\��SDFNDJH��DQG�H[SRUW�WKH�&)77�WHVW�PHWKRGRORJLHV�DQG�WKH�H[SHUWLVH�XVHG�WR�SURGXFH�WKH�
NIST test reports to laboratories and individual examiners for use in tool validation. 

7KH�)HGHUDWHG�7HVWLQJ�LQLWLDWLYH�RIIHUV�VHYHUDO�DQWLFLSDWHG�EHQH¿WV�WR�ODERUDWRULHV�DQG�H[DPLQHUV���$�SULPDU\�EHQH¿W�LV�RQH�RI�WLPH�
and cost savings.  If laboratories can use the NIST methodology and materials for tool validation, they save the time otherwise spent to 

develop their own.  Federated Testing can also improve the quality of testing.  CFTT’s shared test materials additionally present a new 

opportunity for shared tool validation reports.  A current barrier for laboratories for sharing tool validation results is that each laboratory 

will test a tool differently.  A further barrier is dissimilar formats between laboratories for documenting and presenting tool validation 

UHVXOWV���7KLV�PDNHV�LW�GLI¿FXOW�IRU�D�ODERUDWRU\�WR�XQGHUVWDQG�KRZ�DQ�H[WHUQDOO\�YDOLGDWHG�WRRO�ZDV�WHVWHG�DQG�WR�GHWHUPLQH�LI�WKH�WHVWV�DQG�
validation results are acceptable for use in their own laboratory. 

When tools are validated using the CFTT shared test materials, a common methodology is used and the results are reported in a 

FRPPRQ�IRUPDW���7KLV�PDNHV�LW�HDV\�IRU�D�ODERUDWRU\�UHFHLYLQJ�D�VKDUHG�YDOLGDWLRQ�UHSRUW�WR�TXLFNO\�XQGHUVWDQG�KRZ�D�WRRO�ZDV�WHVWHG�
and to determine whether the validation results are acceptable and applicable for use in their own laboratory.  Tool validation results 

from CFTT’s Federated Testing shared test materials can be shared informally between laboratories, could be submitted to and shared 

YLD�SXEOLF�ZHEVLWHV�VXFK�DV�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�6FLHQFH�DQG�7HFKQRORJ\��'+6�6	7���VSRQVRUHG�F\EHUIHWFK�RUJ�RU�
&)77¶V�&RPSXWHU�)RUHQVLFV�7RRO�&DWDORJ��RU�EH�NHSW�SULYDWH�ZLWKLQ�WKH�WHVWHU¶V�RUJDQL]DWLRQ�

)HGHUDWHG�7HVWLQJ� LV�D�ZRUN� LQ�SURJUHVV�� �&)77�FXUUHQWO\�KDV� WHVW�PHWKRGRORJLHV�IRU�GLVN� LPDJLQJ�� IRUHQVLF�PHGLD�SUHSDUDWLRQ��
KDUGZDUH�ZULWH�EORFNLQJ��GHOHWHG�¿OH�UHFRYHU\��PRELOH�GHYLFH�DFTXLVLWLRQ�DQG�DQDO\VLV��DQG�¿OH�FDUYLQJ���&)77�LV�¿UVW�LPSOHPHQWLQJ�
)HGHUDWHG�7HVWLQJ�IRU�GLVN�LPDJLQJ��WHVW�PDWHULDOV�IRU�WKH�RWKHU�IXQFWLRQDOLWLHV�ZLOO�IROORZ�

7KH� WHVW�PDWHULDOV� DUH�EHLQJ�SDFNDJHG�RQ�D� OLYH�/LQX[®�'LJLWDO�9LGHR�'LVF� �'9'��� �7KH�PDWHULDOV� FRQVLVW�RI� WKH�'9'��ZKLFK�
contains video tutorials on how to use the materials, a website, and command line test support tools.  Using the website, users select the 

W\SH�RI�WRRO�WKH\�ZLVK�WR�WHVW��H�J���GLVN�LPDJLQJ�WRRO���WKHQ�VHOHFW�WKH�VSHFL¿F�IHDWXUHV�WKH\�ZLVK�WR�YDOLGDWH���7KLV�UHVXOWV�LQ�D�OLVW�RI�WKH�
tests to run in order to test these features, along with the steps and instructions for each test.  The test instructions reference CFTT’s test 

VXSSRUW�WRROV���5XQ�IURP�WKH�FRPPDQG�OLQH�RQ�WKH�'9'��WKH�VXSSRUW�WRROV�DUH�XVHG�WR�VHW�XS�HDFK�WHVW�DQG�WR�DQDO\]H�WKH�UHVXOWV���:KHQ�
all the tests have been run, the website generates the tool validation results in the CFTT Federated Testing common report format.
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