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C19 Implications of Valid Data Length (VDL) Slack and the Facts That It Presents

David G. Ferguson, MS*, Deloitte, 1919 N Lynn Street, Arlington, VA 22102-4219

$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��DWWHQGHHV�ZLOO�EH�IDPLOLDU�ZLWK�9DOLG�'DWD�/HQJWK��9'/��VODFN�DQG�LWV�LPSOLFDWLRQV�IRU�IRUHQVLF�
H[DPLQDWLRQV���([DPLQHUV�ZLOO�OHDUQ�ZKDW�9'/�VODFN�LV��KRZ�WR�GHWHFW�LW��DQG�KRZ�WR�KDQGOH�WKH�WZR�GLVWLQFW�KDVKHV�WKDW�WKHVH�¿OHV�KDYH�

7KLV�SUHVHQWDWLRQ�ZLOO�LPSDFW�WKH�IRUHQVLF�VFLHQFH�FRPPXQLW\�E\�EULQJLQJ�DZDUHQHVV�WR�WKH�IDFW�WKDW�9'/�VODFN�LV�QRW�ZLGHO\�NQRZ�
E\�H[DPLQHUV��IHZ�KDYH�UXQ�LQWR�LW��DQG�LW�LV�UDUHO\�WDXJKW�LQ�H[DPLQHU�WUDLQLQJ���9'/�VODFN�KDV�D�QXPEHU�RI�LQWHUHVWLQJ�SURSHUWLHV��RQH�RI�
which is that it has two distinct hashes.

0DQ\�H[DPLQHUV�DUH�XQIDPLOLDU�ZLWK�9'/�VODFN�DQG�LWV�SRWHQWLDO�LPSDFW�RQ�WKHLU�UHSRUWV�RU�SRWHQWLDO�WHVWLPRQ\���7KLV�SUHVHQWDWLRQ�
LQWURGXFHV�WKH�WRSLFV�DQG�SUHVHQWV�VRPH�LQWHUHVWLQJ�IDFWV�WKDW�FDQ�EH�GHULYHG�IURP�¿OHV�ZLWK�9'/�VODFN���$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��
DWWHQGHHV�ZLOO�XQGHUVWDQG�VRPH�RI�XQLTXH�FKDUDFWHULVWLFV�RI�¿OHV�WKDW�FRQWDLQ�9'/�VODFN��VRPHWLPHV�FDOOHG�¿OH�WDLO���KRZ�WR�GHWHFW�WKHVH�
¿OHV��KRZ�WKH\�DUH�FUHDWHG��DQG�ZKDW�WKH\�FDQ�PHDQ�WR�IRUHQVLF�H[DPLQHUV���2QH�RI�WKH�XQLTXH�FKDUDFWHULVWLFV�LV�WKDW�¿OHV�WKDW�FRQWDLQ�
9'/�VODFN�KDYH�SRWHQWLDOO\�WZR�GLIIHUHQW�KDVKHV���,Q�DGGLWLRQ��FRSLHV�RI�¿OHV�ZLWK�9'/�VODFN�FDQ�EH�WUDFHG�EDFN�WR�DQ�RULJLQDO�¿OH�ZLWK�
certainty (this could be useful in child pornography distribution cases). 

9'/�VODFN�LV�DQ�DUWLIDFW�RI�WKH�0LFURVRIW¶V®�REMHFW�UHXVH�VWUDWHJ\�IRU�GLVN�VSDFH���:KHQ�0LFURVRIW® introduced New Technology 

(NT) and the New Technology File System (NTFS) in the 90s, they wanted to get a C2 security rating from the National Security Agency 

�16$����7KLV�UHTXLUHG�WKDW��ZKHQ�GLVN�VSDFH�ZDV�UHXVHG��WKH�QHZ�XVHU�FRXOG�QRW�EH�DOORZHG�WR�VHH�ZKDW�ZDV�WKHUH�EHIRUH���7R�DOORZ�
HI¿FLHQW�UHXVH��0LFURVRIW®�DGGHG�WKH�9'/�YDOXH�LQ�WKH�0DVWHU�)LOH�7DEOH��0)7��HQWU\�IRU�HDFK�¿OH���7KH�9'/�YDOXH�LV�LQ�DGGLWLRQ�WR�WKH�
¿OH�OHQJWK�LQ�WKH�0)7�DV�WKH\�DUH�VHSDUDWH�DQG�GLVWLQFW�YDOXHV�LQ�WKH�0)7���:KHQ�D�¿OH�LV�FUHDWHG�E\�:LQGRZV®��LI�WKH�¿OH�VL]H�LV�NQRZQ��
WKH�¿OH�LV�FUHDWHG�ZLWK�WKH�¿OH�OHQJWK�HTXDO�WR�WKH�VL]H�SURYLGHG�E\�:LQGRZV®�DQG�WKH�9'/�LV�VHW�WR�]HUR���6R��WKH�9'/�LV�DOZD\V�VPDOOHU�
RU�HTXDO�WR�WKH�¿OH�OHQJWK���$V�GDWD�LV�ZULWWHQ�WR�WKH�QHZ�¿OH��WKH�9'/�LV�LQFUHDVHG�WR�LQFOXGH�WKH�QHZ�GDWD���,Q�SUDFWLFH��WKH�9'/�YDOXH�LQ�
WKH�0)7�LV�DOPRVW�DOZD\V�WKH�VDPH�DV�WKH�¿OH�OHQJWK�YDOXH���:KHQ�WKH�WZR�YDOXHV�DUH�QRW�WKH�VDPH��WKH�¿OH�FRQWDLQV�9'/�VODFN��

9'/�VODFN�KDV�EHHQ�DURXQG�IRU�\HDUV��EXW�LW�LV�UHODWLYHO\�UDUH�DQG�RQO\�RFFXUV�RQ�17)6�SDUWLWLRQV���$�VXUYH\�RI�PRUH�WKDQ��������
SDUWLWLRQV�IRXQG�WKDW�����RI�WKH�GULYHV�KDG�DW�OHDVW�RQH�¿OH�ZLWK�9'/�VODFN�DQG�RQ�DYHUDJH�WKHUH�ZHUH�WHQ�¿OHV�ZLWK�9'/�VODFN�SHU�
SDUWLWLRQV���0RVW�RI�WKH�WLPH��WKH�¿OHV�ZLWK�9'/�VODFN�DUH�UHODWLYHO\�ODUJH��RYHU��*%���

6R�ZK\�VKRXOG�DQ�H[DPLQHU�OHDUQ�DERXW�9'/�VODFN"��)RU�D�IRUHQVLF�H[DPLQHU��D�ZRUNLQJ�NQRZOHGJH�RI�9'/�VODFN��DW�D�PLQLPXP��
FDQ�EH�XVHIXO�LQ�OLPLWHG�FDVHV���,Q�VRPH�FDVHV��D�¿OH�FRQWDLQLQJ�9'/�VODFN�FRXOG�FRQWDLQ�GDWD�WKDW�LV�FUXFLDO�WR�WKH�FDVH���$Q�H[DPLQHU�
WKDW�LV�LJQRUDQW�RI�9'/�VODFN�UXQV�WKH�ULVN�RI�DSSHDULQJ�WR�EH�FRQIXVHG�RQ�WKH�ZLWQHVV�VWDQG�RU�FRQIXVLQJ�D�9'/�VODFN�IRU�DQ�LQWHQWLRQDO�
DWWHPSW�DW�KLGLQJ�GDWD���,Q�HLWKHU�FDVH��WKHLU�WHVWLPRQ\�FRXOG�EH�ODFNLQJ�LQ�WUXH�XQGHUVWDQGLQJ��

VDL, Valid Data Length, NTFS


