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After attending this presentation, attendees will understand the basics of steganography including methods of hiding information, 

DSSOLFDWLRQV��SUDFWLFDO�XVH��DQG�WKH�FXUUHQW�VRIWZDUH�XVHG�WR�DQDO\]H�KLGGHQ�GDWD�
This presentation will impact the forensic science community by educating digital forensic investigators about a form of data 

REIXVFDWLRQ�WKDW�LV�GLI¿FXOW�WR�GHWHFW�LQ�D�SUDFWLFDO�VHWWLQJ���$ZDUHQHVV�RI�LWV�SUHVHQFH��HVSHFLDOO\�LQ�WKH�UHDOP�RI�RUJDQL]HG�FULPH�DQG�
WHUURULVP��LV�D�¿UVW�VWHS�LQ�DGGUHVVLQJ�WKH�SUROLIHUDWLRQ�RI�SRWHQWLDOO\�LOOLFLW�GDWD�

6WHJDQRJUDSK\��/DWLQ�IRU�³FRYHUHG�ZULWLQJ�´�LV�D�PHWKRG�RI�KLGLQJ�LQIRUPDWLRQ�ZLWKLQ�GLJLWDO�PHGLD���,Q�VWHJDQRJUDSK\��D�PHVVDJH�LV�
HPEHGGHG�LQWR�D�FDUULHU�RU�KRVW�¿OH�WKURXJK�PHDQV�VXFK�DV�OHDVW�VLJQL¿FDQW�ELW�HQFRGLQJ��DSSHQGLQJ��RU�ZDWHUPDUNLQJ���0DQ\�¿OH�W\SHV��
LQFOXGLQJ�DXGLR��YLGHR��LPDJH��DQG�WH[W��FDQ�EH�HPEHGGHG�LQWR�FDUULHU�¿OHV�RI�HTXDOO\�GLYHUVH�IRUPDWV���7RGD\��VWHJDQRJUDSK\�JURZV�PRUH�
complex with an increase in open-source applications, which hide data.  As applications become more sophisticated, the need to detect, 

DQDO\]H��DQG�VWRS�WKH�ÀRZ�RI�GDQJHURXV�LQIRUPDWLRQ�EHFRPHV�PRUH�FUXFLDO�
'XH�WR�WKH�LQFUHDVLQJ�QHHG�IRU�VWHJDQDO\VLV�VRIWZDUH��FRPSDQLHV�OLNH�%DFNERQH�6HFXULW\�KDYH�GHYHORSHG�SURJUDPV�WKDW�GHWHFW�DQG�

GHFRGH�VWHJDQRJUDSK\���6WHJ$O\]HU™�LV�D�VRIWZDUH�SURJUDP�WKDW�GHWHFWV�DQG�DQDO\]HV�VXVSHFW�¿OHV�LQ�RUGHU�WR�DLG�ODZ�HQIRUFHPHQW�LQ�
WKH�GLVFRYHU\�RI�HYLGHQFH�WKDW�PD\�FRQGHPQ�FULPLQDOV���:KLOH�WKHUH�DUH�IRXU�SURJUDPV�ZLWKLQ�WKH�6WHJ$O\]HU™ suite, this investigation 

GHDOW�ZLWK�LWV�6LJQDWXUH�6HDUFK��6WHJ$O\]HU66™��DQG�$UWLIDFW�6FDQQHU��6WHJ$O\]HU$6™) due to their abilities to detect steganography 

applications and the steganography created from these applications.

6HYHUDO�TXHVWLRQV�ZHUH�DVNHG�LQ�WKLV�VWXG\�������GRHV�DQDO\VLV�WLPH�FKDQJH�ZLWK�GLIIHUHQW�FDUULHU�DQG�PHVVDJH�VL]HV�DQG�IRUPDWV������
KRZ�ZHOO�GRHV�6WHJ$O\]HU$6™�GHWHFW�PXOWLSOH�VWHJDQRJUDSK\�DSSOLFDWLRQV��DQG������FDQ�6WHJ$O\]HU66™ detect steganography from these 

DSSOLFDWLRQV"��)RU�WKH�¿UVW�TXHVWLRQ��D�IUHH�DSSOLFDWLRQ�QDPHG�*KRVW+RVW�ZDV�VHOHFWHG�WR�FUHDWH�VWHJDQRJUDSK\�RI�GLIIHULQJ�VL]HV�DQG�
IRUPDWV���7KH�RSHQ�VRXUFH�VWHJDQRJUDSK\�DSSOLFDWLRQV�FKRVHQ�IRU�WKH�ODWWHU�WZR�TXHVWLRQV�ZHUH�*KRVW+RVW��,PDJH6S\HU�*���2SHQ6WHJR��
Steg, Steganography Studio, Open Puff, Silent Eye, Steghide, and Secret Layer. 

6WHJ$O\]HU$6�ZDV�DEOH�WR�LGHQWLI\�VLJQDWXUHV�IURP�¿YH�RXW�RI�QLQH�DSSOLFDWLRQV�LQYHVWLJDWHG�LQ�WKLV�VWXG\�DQG�6WHJ$O\]HU66�KDG�
D�VXFFHVV�UDWH�RI�����LQ�LGHQWLI\LQJ�VWHJDQRJUDSK\�FUHDWHG�E\�WKH�DSSOLFDWLRQV���6WHJ$O\]HU66�ZDV�DOVR�XVHG�WR�DQDO\]H�WKH�GXUDWLRQ�
RI�GHWHFWLRQ�IRU�LPDJH�VWHJDQRJUDSK\�FUHDWHG�E\�*KRVW+RVW��D�VWHJDQRJUDSK\�DSSHQGLQJ��RSHQ�VRXUFH�DSSOLFDWLRQ���$QDO\VLV�WLPH�IHOO�
ZLWKLQ�WKH�UDQJH�RI������DQG������VHFRQGV�UHJDUGOHVV�RI�FDUULHU�RU�PHVVDJH�¿OH�VL]H���$�RQH�ZD\�DQDO\VLV�RI�YDULDQFH�VKRZHG�WKDW�GLIIHUHQW�
FDUULHU�DQG�PHVVDJH�VL]HV�DQG�IRUPDWV�KDG�QR�VWDWLVWLFDO�HIIHFW�RQ�DQDO\VLV�WLPH�

)XUWKHU�VWXGLHV�VKRXOG�LQYHVWLJDWH�6WHJ$O\]HU¶V™�DELOLWLHV�FRPSDUHG�WR�RWKHU�VWHJDQDO\VLV�VRIWZDUH��VXFK�DV�:HW6WRQH¶V�6WHJR+XQW™ 

RU�RSHQ�VRXUFH�VWHJDQDO\VLV�VRIWZDUH�VXFK�DV�6WHJDQRJUDSK\�6WXGLR�� �6WHJ$O\]HU™ is an invaluable tool for investigations of digital 

crimes, and requires competent analysts to be effective.
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