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C21 Generating a Corpus of Mobile Forensic Images for Masquerading User 
Experimentation
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7515 Colshire Drive, Mclean, VA 22102; Mark D. Guido, MS*, The MITRE Corporation, 7515 Colshire Drive, Mclean, VA 22102; Eric 
Katz, 2099 Malibu Drive, West Lafayette, IN 47906; Jared Ondricek, MS, The MITRE Corporation, 7515 Colshire Drive, Mclean, VA 
22102; Marcus Rogers, PhD, Purdue University, 401 N Grant Street, West Lafayette, IN 47907; and Lauren Sharpe, MS, The MITRE 
Corporation, 7515 Colshire Drive, Mclean, VA 22102

After attending this presentation, attendees will understand the research outcomes and results of a recently conducted experiment 

identifying masquerading users on mobile devices using traditional and mobile forensic techniques. 

This presentation will impact the forensic science community by providing forensic investigators/researchers with an example of 

successful human subject experimentation used in support of forensic analysis.

3HULRGLF�0RELOH�)RUHQVLFV� LV�D�UHVHDUFK�SURMHFW� LQYHVWLJDWLQJ�XVHU�EHKDYLRUDO�PHDVXUHPHQW�RQ�PRELOH�GHYLFHV�E\�DSSO\LQJ�ERWK�
traditional and mobile forensics processes.  Forensic techniques have been applied to an enterprise mobile infrastructure where a mobile 

RQ�GHYLFH�DJHQW�QDPHG�7UDFWRU%HDP�ZDV�XWLOL]HG���7KLV�DJHQW�SHULRGLFDOO\�FROOHFWV�FKDQJHG�VWRUDJH�ORFDWLRQV�IURP�HDFK�GHYLFH�WR�DOORZ�
IRU� ODWHU� LPDJH� UHFRQVWUXFWLRQ�DQG�DQDO\VLV�� �7UDFWRU%HDP�RSHUDWHV� VLOHQWO\� LQ� WKH�EDFNJURXQG�GXULQJ� WKH�QRUPDO�XVH�RI� WKH�GHYLFH���
TractorBeam provides its collected data periodically to an enterprise infrastructure, which consists of a cloud- or server-based queuing 

VHUYLFH��D�UHODWLRQDO�GDWDEDVH��DQ�DQDO\WLFDO�IUDPHZRUN�IRU�UXQQLQJ�IRUHQVLF�SURFHVVHV��DQG�D�0RQJR�GDWDEDVH�IRU�VWRULQJ�WKH�DQDO\WLF�
output. 

Collaborating with Purdue University, a three-month experiment was performed where TractorBeam’s operation in a simulated 

operational setting to identify masquerading users (i.e., users operating the devices other than the enterprise designated mobile device 

XVHU��ZDV�HYDOXDWHG�� �,W�ZDV�VXUPLVHG�WKDW�HYHQ�LI�D�PDVTXHUDGLQJ�XVHU�RQ�DQ�HQWHUSULVH�PRELOH�GHYLFH�ODFNHG�PDOLFLRXV�LQWHQW�� WKLV�
masquerader would still be undesirable to the enterprise.  A set of human-subject volunteers were provided with the following:  

SUHFRQ¿JXUHG�PRELOH�GHYLFHV�ZLWK�FHOOXODU�YRLFH�DQG�GDWD�SODQV��ZLWK� WKH�7UDFWRU%HDP�DJHQW�SUH�LQVWDOOHG��D�VLPSOH�DFFHSWDEOH�XVH�
SROLF\��DQG�GHFHSWLYH�SURMHFW�EDFNJURXQG�LQIRUPDWLRQ�WR�VWLPXODWH�QRUPDO�EHKDYLRU���7UDFWRU%HDP�WUDQVPLWWHG�HQFU\SWHG�LQFUHPHQWDO�
EDFNXSV�WR�DQ�$PD]RQ® Web Services cloud instance.  In the relational database, redundant information within the collected data was 

GHGXSOLFDWHG��UHVXOWLQJ�LQ�D����WLPHV�UHGXFWLRQ�LQ�VWRUDJH�VL]H�RI�WKH�LPDJHV���0RVW�RI�WKRVH�LPDJHV�ZHUH�UHEXLOW�DQG�D�VHULHV�RI�GHYHORSHG�
IRUHQVLF�SURFHVVHV�ZHUH�H[HFXWHG�RQ�WKHP��UHVXOWLQJ�LQ�D�0RQJR�FROOHFWLRQ�RI�H[WUDFWHG�DXGLW�GDWD���$V�D�UHVXOW�RI�WKH�H[SHULPHQW��HQRXJK�
data was collected to successfully reconstruct 821 forensic images, extract over one million audit events, and perform masquerading user 

DQDO\VLV���7KLV�VWXG\�FKDUDFWHUL]HV�WKH�FROOHFWHG�FRUSXV��WKH�H[WUDFWHG�DXGLW�HYHQWV��DQG�WKH�SHUIRUPDQFH�RI�7UDFWRU%HDP�WKURXJKRXW�WKH�
protocol.  For masquerading detection, a set of features from the collected audit data was produced and associated those features to user 

VHVVLRQV��RU�SHULRGV�RI�GHYLFH�XVDJH���7KRVH�VHVVLRQV�DQG�WKHLU�DVVRFLDWHG�IHDWXUHV�DUH�EHLQJ�XVHG�WR�WUDLQ�DQG�HYDOXDWH�D�VHW�RI�FODVVL¿HUV���
This analysis is in progress and will be documented in a future paper.
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