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C22 The Intersection of Physical and Digital Security and Investigations

Walter T. Hart, MBA*, 149 Hamerton Avenue, San Francisco, CA 94131

After attending this presentation, attendees will understand some basic principles and behaviors related to physical security and 

cyber security and how they interact.

This presentation will impact the forensic science community by providing a basic understanding of the common ground and 

responsibilities in physical and cyber security.

0DQ\�RUJDQL]DWLRQV�WUHDW�SK\VLFDO�VHFXULW\�DQG�F\EHU�VHFXULW\�DV�VHSDUDWH�DQG�GLVWLQFW�UHVSRQVLELOLWLHV���,Q�IDFW��WKH�LQWHUVHFWLRQ�RI�
these security responsibilities is critical to understand.  Cyber security practitioners must interact, train, develop policies, and learn with 

SK\VLFDO�VHFXULW\�SUDFWLWLRQHUV�LQ�RUGHU�WR�DGHTXDWHO\�VHFXUH�WKH�HQYLURQPHQW�LQ�ZKLFK�WKH\�ZRUN�
Issues such as entry and search policies and how they relate to cyber security policies regarding external media can and do create 

FRQÀLFW�EHWZHHQ�WKHVH�WZR�JURXSV�RI�SUDFWLWLRQHUV���,QGHHG��PDQ\�UHFHQW�FDVHV�KDYH�DOORZHG�H[¿OWUDWLRQ�RI�VHQVLWLYH�GDWD�DLGHG�E\�WKH�
ability of the perpetrator to enter the facility with writable external media.

Additionally, physical security relies heavily on technology, the security of which these practitioners may not fully understand, 

DOORZLQJ�IRU�SK\VLFDO�EUHDFKHV�FDXVHG�E\�ZHDN�F\EHU�VHFXULW\�SROLFLHV�LQ�WKHLU�VHFXULW\�QHWZRUNV���7KH\�DOVR�UHTXLUH�LQWHUDFWLRQ�ZLWK�
cyber security, digital forensic, and multimedia practitioners to assist in investigations into physical security incidents.

+RZ�WKLV�LQWHUDFWLRQ�PXVW�GHYHORS�ZLOO�EH�DGGUHVVHG�DV�ZHOO�DV�VXJJHVWLRQV�IRU�SROLF\�LPSURYHPHQW�UHODWHG�WR�WKHVH�WZR�JURXSV�
ZRUNLQJ�WRJHWKHU��
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