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$IWHU�DWWHQGLQJ�WKLV�SUHVHQWDWLRQ��DWWHQGHHV�ZLOO�XQGHUVWDQG�WKDW�PHPRU\�IRUHQVLFV�UHTXLUHV� WKH�H[DFW�NQRZOHGJH�RI�FRGH�WKDW� LV�
SUHVHQW� LQ� D�SK\VLFDO�PHPRU\� LQ�RUGHU� WR� DSSO\� FRGH�VSHFL¿F�GDWD�VWUXFWXUH�NQRZOHGJH� IRU� H[WUDFWLRQ�RI� IRUHQVLF�UHOHYDQW� DUWLIDFWV���
$WWHQGHHV�ZLOO�OHDUQ�DERXW�WKH�FRQFHSW�RI�WKH�UHORFDWLRQ�WDEOH�DQG�LWV�XELTXLWRXV�XVH�LQ�0LFURVRIW®��06®) Windows®�H[HFXWDEOH�¿OHV�
DQG�KRZ�UHORFDWLRQV�FDQ�EH�XVHG�WR�FUHDWH�GLVWLQFW�¿QJHUSULQWV�RI�H[HFXWDEOH�FRGH�IRU�H[WUDFWLQJ�WKHLU�LQ�PHPRU\�SDJHV�IURP�D�PHPRU\�
dump.  Using a comprehensive test of more than 50,000 executables, a large-scale experimental validation and statistical analysis of the 

PHWKRGRORJ\�LV�SUHVHQWHG���,W�VKRZV�WKDW�UHORFDWLRQ�WDEOHV�DUH�FORVHO\�WLHG�WR�WKH�VSHFL¿F�YHUVLRQ�RI�D�FRGH�H[HFXWHG�LQ�PHPRU\�DQG�FDQ�
be used to strongly identify (a piece of) code found during the analysis.

7KLV�SUHVHQWDWLRQ�ZLOO�LPSDFW�WKH�IRUHQVLF�VFLHQFH�FRPPXQLW\�E\�GLVFXVVLQJ�D�FRGH�¿QJHUSULQWLQJ�WHFKQLTXH�WKDW�LV�DEOH�WR�LGHQWLI\�
D�VSHFL¿F�YHUVLRQ�RI�FRGH�LQ�D�PHPRU\���8QOLNH�SUHYLRXV�WHFKQLTXHV��ZKLFK�UHTXLUH�SDUVLQJ�RI�PHPRU\�FRQWHQWV��GLVDVVHPEO\�RI�FRGH��
DQG�LGHQWL¿FDWLRQ�RI�WKH�DGGUHVV�VSDFH�RI�NHUQHO�DQG�SURFHVVHV��WKLV�SUHVHQWDWLRQ�ZLOO�VKRZ�WKDW�WKH�GHULYHG�¿QJHUSULQWV�IURP�UHORFDWLRQV�
ZRUNV�UHOLDEO\�RQ�D�PHPRU\�FDSWXUH�ZLWKRXW�DQ\�SULRU�NQRZOHGJH�DERXW�WKH�FRQWHQW�RI�WKH�PHPRU\���3ULRU�WHFKQLTXHV�DOVR�KDYH�D�OLPLWHG�
IRFXV�RQ�LGHQWLI\LQJ�RSHUDWLQJ�V\VWHP�FRGH�DQG�LWV�VSHFL¿F�YHUVLRQ�� �7KH�SUHVHQWHG�WHFKQLTXH�ZRUNV�RQ�DQ\�UHORFDWDEOH�FRGH�DQG�LV�
HIIHFWLYH�LQ�LGHQWLI\LQJ�DQ\�06® Windows® executable code.

The relocations are pointers in the code that need to be adjusted depending on where the executable is loaded into the memory.  A 

UHORFDWLRQ�WDEOH�LQ�DQ�H[HFXWDEOH�¿OH�FRQWDLQV�WKH�ORFDWLRQV�RI�WKH�SRLQWHUV�LQ�WKH�FRGH��ZKLFK�DUH�WKH�RIIVHWV�WR�WKH�SRLQWHUV�IURP�WKH�
EHJLQQLQJ�RI� WKH�¿OH�� �7KH�WDEOH�LV�RQO\�UHTXLUHG�GXULQJ�WKH�¿OH¶V� ORDG�WLPH�DQG�LV� WKHQ�GLVFDUGHG�IURP�WKH�PHPRU\�� �7KH�SUHVHQWHG�
WHFKQLTXH�H[WUDFWV� WKH�UHORFDWLRQ�WDEOH�IURP�WKH�¿OH�� � ,W� WKHQ�GLYLGHV�DQ�H[HFXWDEOH�¿OH� LQWR�PHPRU\�VL]H�SDJHV�DQG�XVHV�UHORFDWLRQV�
WR�FUHDWH�VHSDUDWH�VLJQDWXUHV��RU�¿QJHUSULQWV��IRU�WKH�SDJHV�RI�WKH�H[HFXWDEOH�¿OH���$�VLJQDWXUH�FRQVLVWV�RI�RIIVHWV�WR�SRLQWHUV�IURP�WKH�
EHJLQQLQJ�RI�D�SDJH�DQG�WKH�SRLQWHU�YDOXHV���7KH�VLJQDWXUHV�DUH�WKHQ�XVHG�WR�VHDUFK�SK\VLFDO�PHPRU\�SDJH�E\�SDJH�WR�¿QG�WKH�H[HFXWDEOH�
¿OH�SDJHV�ZLWK�QR�LQWULQVLF�NQRZOHGJH�DERXW�PHPRU\�FRQWHQW�

7KH� SUHVHQWDWLRQ�ZLOO� DGGUHVV� D� QXPEHU� RI� DGGLWLRQDO� FKDOOHQJHV� LQFOXGLQJ� SDJLQJ� DQG�$GGUHVV� 6SDFH� /D\RXW� 5DQGRPL]DWLRQ�
�$6/5����0RVW�FRGH�LV��E\�GHIDXOW��SDJHDEOH�ZKLFK�LPSOLHV�WKDW�SDUWV�RI�WKH�H[HFXWDEOH�PD\�QRW�EH�SK\VLFDOO\�SUHVHQW�LQ�YRODWLOH�PHPRU\���
This study shows that a majority-wins�DSSURDFK�LV�VXI¿FLHQW�WR�RYHUFRPH�WKLV�REVWDFOH���$6/5�SUHVHQWV�D�GLIIHUHQW�FKDOOHQJH�LQ�WKDW��RQ�
every execution, it loads the code starting from a randomly chosen base address and adjusts the necessary pointers in the loaded code.  As 

D�UHVXOW��WKH�UHSUHVHQWDWLRQ�RI�WKH�FRGH�RQ�GLVN�DQG�LQ�PHPRU\�GLYHUJH��KRZHYHU��WKLV�VWXG\�LGHQWL¿HV�UHOLDEOH�LQYDULDQWV�LQ�WKLV�SURFHVV��
which enable the correct one-to-one mapping as well as the computation the actual run-time base address.
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