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C24 Graphic File Carving Tool Testing

Richard Ayers, MS, 100 Bureau Drive, Mail Stop 8970, Gaithersburg, MD 20899-8970; James R. Lyle, PhD, NIST, 100 Bureau Drive, 
Mail Stop 8970, Gaithersburg, MD 20899; and Jenise Reyes-Rodriguez, BS*, NIST, 100 Bureau Drive, Gaithersburg, MD 20899

After attending this presentation, attendees will be aware of the importance of tool testing and will have gained an understanding of 

WKH�¿OH�FDUYLQJ�WRRO�WHVWLQJ�SURFHVV�FRQGXFWHG�ZLWKLQ�WKH�&RPSXWHU�)RUHQVLFV�7RRO�7HVWLQJ��&)77��SURMHFW�
This presentation will impact the forensic science community by increasing awareness of the impact tool testing has on informing 

WKH�IRUHQVLF�FRPPXQLW\�RI�WRRO�FDSDELOLWLHV�DQG�OLPLWDWLRQV���7HVW�UHSRUWV�SURYLGH�D�IRXQGDWLRQ�IRU�WRROPDNHUV�WR�LPSURYH�WRROV��KHOS�
XVHUV�PDNH�LQIRUPHG�FKRLFHV��DQG�SURYLGH�LQWHUHVWHG�SDUWLHV�ZLWK�DQ�RYHUYLHZ�RI�DQ\�DQRPDOLHV�IRXQG���7KLV�SUHVHQWDWLRQ�ZLOO�SURYLGH�
DQ�RYHUYLHZ�RI�WRROV�FDSDELOLWLHV�IRU�FDUYLQJ�JUDSKLFV�¿OHV�DQG�WKH�&)77�WHVW�UHVXOWV�SURGXFHG�IRU�YDULRXV�WRROV�

7KH�&)77�SURMHFW�KDV�EHHQ� UHVHDUFKLQJ�DQG� WHVWLQJ� IRUHQVLF� WRROV�FDSDEOH�RI� UHDVVHPEOLQJ�¿OHV� IURP�IUDJPHQWV� LQ� WKH�DEVHQFH�
RI�¿OH�V\VWHP�PHWDGDWD��W\SLFDOO\�DFFRPSOLVKHG�E\�VHDUFKLQJ�DQ�LQSXW�IRU�¿OHV�EDVHG�RQ�FRQWHQW�RU�KHDGHU�IRRWHU�¿OH�VLJQDWXUHV���7KLV�
presentation discusses all aspects of the testing process that are critical for producing a test report.

$�VXPPDU\�IRU�WKH�WHVW�UHVXOWV�RI�WKH�JUDSKLF�¿OH�FDUYLQJ�WRROV�H[DPLQHG�ZLOO�EH�GLVFXVVHG�IRU�HDFK�GG�LPDJH�FUHDWHG�IRU�SHUIRUPLQJ�
the following test cases:

1R¿OO���&RQWLJXRXV�¿OHV�ZLWK�QR�RWKHU�FRQWHQW�EHWZHHQ�¿OHV�
Simple:��&RQWLJXRXV�DQG�VHTXHQWLDO�IUDJPHQWHG�¿OHV�ZLWK�FRQWHQW�VHSDUDWLQJ�WKH�¿OHV�
Partial:��&RQWLJXRXV�DQG�SDUWLDO��L�H���RQO\�D�SRUWLRQ�RI�WKH�¿OH�LV�SUHVHQW��¿OHV��
Disordered:��FRQWLJXRXV�DQG�GLVRUGHUHG�IUDJPHQWHG�¿OHV�VHSDUDWHG�E\�RWKHU�FRQWHQW�
Braided:��&RQWLJXRXV�DQG�LQWHUWZLQHG�IUDJPHQWHG�¿OHV��
Not-Shifted:��&RQWLJXRXV�¿OHV�WKDW�DUH�DOLJQHG�RQ�VHFWRU�ERXQGDULHV�
Shifted:��&RQWLJXRXV�¿OHV�WKDW�DUH�DOLJQHG�RQ�QRQ�VHFWRU�ERXQGDULHV��
(DFK�WHVW�UHSRUW�FRQWDLQV�DQ�DVVRFLDWHG�WDEOH�WKDW�LGHQWL¿HV�WKH�WHVW��WKH�WRWDO�QXPEHU�RI�¿OHV�FDUYHG��DQG�D�FODVVL¿FDWLRQ�EDVHG�XSRQ�

the data recovered.  The categories classifying the recovered data for each test follow:

Viewable — Complete/Minor Alteration:  Carved data appears to be unchanged from the original or the changes are so minor that 

the full content and most attributes of the video are maintained.

Viewable — Incomplete/Major Alteration:��,QFOXGH�SDUWLDO�UHFRYHULHV��L�H���RQO\�SDUWV�RI�WKH�¿OH�DUH�YLHZDEOH���VFUDPEOHG�¿OHV�LQ�
ZKLFK�WKH�IUDJPHQWV�DUH�DVVHPEOHG�LQFRUUHFWO\��PDNLQJ�WKH�FRQWHQW�RI�WKH�¿OH�XQUHFRJQL]DEOH���FRORU�VKLIWV��DQG�VLPLODU�FKDQJHV�

Not Viewable:��'HVFULEHV�FDUYHG�¿OHV�WKDW�DUH�QRW�YLHZDEOH��FRXOG�QRW�EH�RSHQHG��RU�KDG�QR�FRQWHQW�ZKHQ�RSHQHG�
False Positive:��5HSRUWV�D�FRXQW�RI�¿OHV�WKDW�ZHUH�LQFRUUHFWO\�LGHQWL¿HG�
7KH�SUHVHQWDWLRQ�JLYHV�DQ�RYHUYLHZ�RI�WKH�&)77�SURFHVV�DV�DSSOLHG�WR�JUDSKLF�¿OH�FDUYLQJ�WRROV�ZKLOH�SURYLGLQJ�LQIRUPDWLRQ�RQ�¿OH�

FDUYLQJ�DQG�VFDQQLQJ�XQDOORFDWHG�VSDFH�HQDEOLQJ�WKH�UHFRYHU\�RI�VSHFL¿F�¿OH�W\SHV�ZLWK�EDVHG�XSRQ�¿OH�VLJQDWXUHV�DQG�YDULRXV�FDUYLQJ�
schemes.

7KH�WHVW�UHSRUWV�DUH�DYDLODEOH�IURP�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�&\EHU�)(7&+�ZHE�VLWH���KWWSV���ZZZ�F\EHUIHWFK�RUJ��
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