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C9 The Role of Fantasy in Investigating Online Predation Cases
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After attending this presentation, attendees will be aware of ways to use close examination of internet communications to identify 

and investigate online predators.  The presentation applies principles of hybrid crime assessment to identify pressure points at which the 

RQOLQH�SUHGDWRU�LV�OLNHO\�WR�EHFRPH�GLVVDWLV¿HG�ZLWK�F\EHUVSDFH�DQG�VHHN�WR�PRYH�KLV�RU�KHU�FULPHV�LQWR�SK\VLFDO�VSDFH���2QH�WRRO�IRU�
conducting these investigations is understanding the role of fantasy and how it can be manifested in relation to crimes in cyberspace. 

This presentation will impact the forensic science community by providing a new investigative tool for conducting predator 

investigations that have both online and physical interactions between predators and their victims.

2QH�RQOLQH�GLFWLRQDU\�GH¿QHV�SUHGDWLRQ�DV��³«D�UHODWLRQ�EHWZHHQ�DQLPDOV�LQ�ZKLFK�RQH�RUJDQLVP�FDSWXUHV�DQG�IHHGV�RQ�RWKHUV´�1  In 

F\EHUVSDFH�RQOLQH�SUHGDWLRQ�FDQ�KDYH�PXFK�WKH�VDPH�GH¿QLWLRQ��KRZHYHU��IHHGLQJ�RQ�RWKHUV�XVXDOO\�EHFRPHV�SV\FKRORJLFDO�UDWKHU�WKDQ�
physical.  Online predation almost always includes an element of fantasy, whether as a tool for exploitation or as a state of mind in the 

predator. 

&RQWUDU\�WR�VRPH�SRSXODU�GH¿QLWLRQV��YLFWLPV�RI�RQOLQH�SUHGDWRUV�DUH�QRW�OLPLWHG�WR�FKLOGUHQ���2QOLQH�SUHGDWLRQ�LV�YLUWXDOO\�DOZD\V�
a power issue, often mixed with fantasy, and its targets depend upon the proclivities of the predator.  Understanding this combination is 

useful as an investigative tool.  Identifying the role of fantasy in the mind of the predator can assist the investigator in identifying and 

investigating the suspect.

)DQWDV\�FDQ�WDNH�WZR�IRUPV���2QH�ZD\�WR�GLIIHUHQWLDWH�LV�WR�YLHZ�WKH�IDQWDV\�DV�D�ZD\�WR�HVFDSH�LQWR�D�ZRUOG�ZKHUH�GD\�WR�GD\�LVVXHV�
ORVH�WKHLU�LPSRUWDQFH���+HDOWK\�LQGLYLGXDOV�IDQWDVL]H�SHULRGLFDOO\�EXW�JHQHUDOO\�HPHUJH�IURP�WKHLU�GD\GUHDPV�XQVFDWKHG�DQG��SHUKDSV��
UHIUHVKHG��KRZHYHU��RWKHU� LQGLYLGXDOV�²�QRW�DV�PHQWDOO\�KHDOWK\�²�HVFDSH�LQWR�IDQWDVLHV�DQG�PD\�QRW�HPHUJH�� �7KHLU� OLYHV�EHFRPH�
integral with their fantasies and, at some point, those fantasies may evolve and develop to the point where the individual must act them 

out as part of his or her daily physical existence.  Simply, these people lose the balance between the real world and their manufactured 

fantasy world.  Consequently, they leave clues that can assist in investigating their activities and can also assist in tracing them through 

cyberspace and into physical space.

&\EHUVSDFH�LV�DQ�DOWHUQDWLYH�GLPHQVLRQ���,W�LV�D�SDUDOOHO�XQLYHUVH�WKDW�JLYHV�LWV�GHQL]HQV�WKH�DELOLW\�WR�OLYH�LQ�D�ZRUOG�WKDW�PHHWV�WKHLU�
criteria and does not offer the normal disappointments of daily physical-world life.  The presence of erotic chat rooms, sadomasochistic 

ZHEVLWHV��DQG�YLUWXDO�ZRUOGV�DGGUHVVLQJ�RWKHU�H[WUHPHV�RI�EHKDYLRU�DWWHVW�WR�D�PDUNHW�VHUYLQJ�IDQWDVLHV�WKDW�DUH�VRPHZKDW�³RII�WKH�JULG�´��
2QOLQH�SRUQRJUDSK\�KDV�ORQJ�EHHQ�D�WRSLF�IRU�DFDGHPLF�VWXG\��LQ�SDUW�GXH�WR�LWV�EUHDGWK�DQG�GHSWK���'HYLDQW�EHKDYLRU�LV�DOLYH�DQG�ZHOO�
and has a home in cyberspace.

+XPDQV�OLYH�WKUHH�OLYHV���SXEOLF��SULYDWH��DQG�VHFUHW���,Q�WKH�DQRQ\PLW\�RI�F\EHUVSDFH��LW�VHHPV�VDIH�WR�DFNQRZOHGJH�DQG�DFW�RXW�WKH�
secret life.  Investigators can use this behavior to predict physical behavior and, in some cases, predict the point at which it will emerge 

with dangerous consequences into physical space.

7KLV�SUHVHQWDWLRQ�ZLOO�H[SORUH�WZR�FDVHV�RI�RQOLQH�SUHGDWLRQ���D�URPDQFH�VFDP�DQG�D�OHQJWK\��RYHU�¿YH�\HDUV��LQWHUQDWLRQDO�F\EHU�
VWDONLQJ�� �7KURXJK�H[DPLQDWLRQ�RI� LQWHUQHW� FRPPXQLFDWLRQV� UHODWLQJ� WR� WKHVH� WZR�FDVHV�� DWWHQGHHV�ZLOO� VHH�H[DPSOHV�RI�KRZ�RQOLQH�
predators signal their unhealthy intentions and give clues about how to locate and investigate them.  Both of the predators lived in 

worlds of fantasy and in both cases their behavior online signaled emergent behavior in physical space.  In one case, investigators were 

successful in bringing the perpetrator to justice while in the other case, the suspect is still at large. 

7KH�SUHVHQWDWLRQ�ZLOO�GLVFXVV�WKH�LVVXHV�LQYROYHG�LQ�IDQWDV\��WKH�WZR�H[HPSODU�FDVHV��DQG��¿QDOO\��WKH�HYLGHQFH�DYDLODEOH�WR�GLJLWDO�
investigators following the suspects in cyberspace.
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