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F56 Digital Evidence 101 — The Evidentiary Value of Digital Evidence:  The Impact 
of Digital Evidence on the Investigation and Brief of Evidence

Paul Reedy, BS*, DC Department of Forensic Sciences, 401 E Street, SW, Washington, DC 20024

The goal of this presentation is to assist the forensic science community in understanding recent developments in information 

and communications technology, its use by perpetrators and victims in the context of criminal activity, and its evidentiary value in 

investigations and criminal proceedings.

This presentation will impact the forensic science community by providing attendees with a practical understanding of the role of 

information technology in various criminal activities plus anticipation of possible future directions.

Information (and communications) technology is ubiquitous to modern human existence.  It follows that this technology is involved 

in nearly every facet of human activity, including criminal activity, whether it is simply the act of a person carrying a phone, a computer 

used to transact business, or a device that informs about an individual’s state of mind and interests.  Consequently, any investigation of 

FULPLQDO�DFWLYLW\�ZLOO�SRWHQWLDOO\�KDYH�OLQHV�RI�LQTXLU\�WKDW�LQFOXGH�GLJLWDO�HYLGHQFH���'LJLWDO�HYLGHQFH�FDQ�EH�XVHG�IRU�WKH�LQYHVWLJDWLRQ�
RI�KRPLFLGH��H[WRUWLRQ��DVVDXOW��VH[XDO�DVVDXOW��RQOLQH�FKLOG�H[SORLWDWLRQ��VWDONLQJ�DQG�LQWLPLGDWLRQ��IUDXG��DUVRQ��VXGGHQ�LQIDQW�GHDWK�
V\QGURPH��DQG�RWKHUV��LW�FDQ�LQFOXGH�H[FXOSDWRU\�DV�ZHOO�DV�LQFXOSDWRU\�HYLGHQFH�

It is no secret that information technology evolves at a rapid rate with the occasional revolution thrown in for good measure.  

&ULPLQDOV� DUH� QRWRULRXV� IRU� EHLQJ� HDUO\� DGRSWHUV� RI� WHFKQRORJ\�� FRPIRUWDEOH� LQ� WKH� NQRZOHGJH� WKDW� ODZ� HQIRUFHPHQW� DJHQFLHV�ZLOO�
VWUXJJOH�WR�DWWDLQ�WKH�FDSDELOLW\�DQG�FDSDFLW\�WR�NHHS�XS��

7KH�FKDOOHQJH�IRU�GLJLWDO�HYLGHQFH�H[SHUWV�LV�XQGHUVWDQGLQJ�DQG�GHFLSKHULQJ�QHZ�WHFKQRORJLHV��LQFOXGLQJ�³WKH�ODWHVW�DSS�´�DV�FULWLFDO�
HYLGHQFH�LV�LQYDULDEO\�SUHVHQW�LQ�WKHVH�QHZ�IRUPDWV���7KH�GLJLWDO�HYLGHQFH�DQDO\VW�PXVW�EH�VXI¿FLHQWO\�TXDOL¿HG�DQG�H[SHULHQFHG�WR�UHÀHFW�
an understanding of the evidence under examination. 

The challenge for the prosecutor is to understand the probative value of the evidence and to ensure that it is presented in a manner 

that is easily understood by the court. 

7KH�FKDOOHQJH�IRU�WKH�GHIHQVH�FRXQVHO�LV�WR�XQGHUVWDQG�WKH�QDWXUH�RI�WKH�HYLGHQFH�XQGHU�H[DPLQDWLRQ��LGHQWLI\�DQ\�LQVXI¿FLHQFLHV�
in the forensic examination that lead the conclusions, and to identify alternative credible hypotheses based on the available evidence.

7KLV�SUHVHQWDWLRQ�ZLOO�SURYLGH�GHVFULSWLRQV�RI�SODFHV�GLJLWDO�HYLGHQFH�PD\�EH�ORFDWHG��VHYHUDO�FDVH�H[DPSOHV�ZKHUH�GLJLWDO�HYLGHQFH�
LV�FULWLFDO� WR��RU�DXJPHQWV�� WKH�LQYHVWLJDWLRQ�DQG�RU�EULHI�RI�HYLGHQFH��WKH�DSSOLFDELOLW\�RI�LQWHUQDWLRQDO�VWDQGDUGV�WR�GLJLWDO�HYLGHQFH��
DQWLFLSDWHG�GHYHORSPHQWV�LQ�LQIRUPDWLRQ�WHFKQRORJ\��DQG��VRPH�LQWURGXFWRU\�UHPDUNV�FRQFHUQLQJ�WKH�FXUUHQW�OHJDO�HQYLURQPHQW�
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