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J11 Case Studies of Simulated Security Features in United States Identity Documents

Hillary M. Hoover, MFS*, Immigration & Customs Enforcement, HSI FDL Stop 5116, 8000 Westpark Drive, Ste 325, McLean, VA 
20598-5116

After attending this presentation, attendees will gain an understanding of current trends in simulated security features in plastic 

United States identity documents.  Simulated laser engraving, embossing, and optically variable devices in the United States Border 

Crossing Card (BCC) and the United States Passport Card will be the focus of this presentation.

This presentation will impact the forensic science community by cultivating an awareness of how an identity document and its 

VHFXULW\� IHDWXUHV� HYROYH� DV� FRXQWHUIHLWHUV� FRQVWDQWO\� ¿QG� QHZ�ZD\V� WR� FRPSURPLVH� FXUUHQW� VHFXULW\� IHDWXUHV�� �7KH� RSSRUWXQLW\� IRU�
PRVW�ODERUDWRULHV�WR�VWXG\�WKHVH�DGYDQFHPHQWV�PD\�EH�LQIUHTXHQW��WKHUHIRUH��WKLV�SUHVHQWDWLRQ�ZLOO�SURYLGH�YLVXDO�H[DPSOHV�DV�ZHOO�DV�
methodologies for examinations leveraging a wide array of tools.

7KH�8QLWHG� 6WDWHV�%&&� DOORZV�0H[LFDQ� QDWLRQDOV� WR� WUDYHO� WR� DQG� IURP� WKH�8QLWHG� 6WDWHV�� �7KH�%&&� FDQQRW� EH� XVHG� WR� JDLQ�
HPSOR\PHQW�RU�RWKHU�EHQH¿WV�ZKLOH�LQ�WKH�8QLWHG�6WDWHV���,Q�RUGHU�WR�REWDLQ�D�%&&��DQ�DSSOLFDQW�PXVW�HVWDEOLVK�WKDW�WKH\�KDYH�WLHV�WR�
0H[LFR�WKDW�ZRXOG�FRPSHO�WKHLU�UHWXUQ�DIWHU�YLVLWLQJ�WKH�8QLWHG�6WDWHV��

7KH�8QLWHG�6WDWHV�3DVVSRUW�&DUG�SHUPLWV�8QLWHG�6WDWHV�FLWL]HQV�WR�WUDYHO�EHWZHHQ�WKH�8QLWHG�6WDWHV��&DQDGD��0H[LFR��WKH�&DULEEHDQ��
and Bermuda at land border crossings or sea ports of entry.  This card may not be used for international air travel. 

The United States BCC and United States Passport Card have been subject to countless attempts at unlawful replications and 

DOWHUDWLRQV�RYHU�WKH�\HDUV���:LWK�UHDGLO\�DYDLODEOH�DFFHVV�WR�GLJLWDO�SULQWLQJ�PHWKRGV�VXFK�DV�WKHUPDO��LQNMHW��DQG�ODVHU�SULQWHUV��GRFXPHQW�
PLOOV�KDYH�SUROLIHUDWHG�DURXQG�WKH�ZRUOG���$V�D�UHVXOW��WKH�8QLWHG�6WDWHV�JRYHUQPHQW�LV�FRQVWDQWO\�ZRUNLQJ�WR�UHLQIRUFH�VHFXULW\�RI�WKHVH�
GRFXPHQWV�WR�GLVFRXUDJH�DQG�SUHYHQW�WKRVH�ZKR�VHHN�WR�JDLQ�HQWU\�LQWR�WKH�8QLWHG�6WDWHV�WKURXJK�XQODZIXO�PHDQV���1HYHUWKHOHVV��WKH�
+RPHODQG�6HFXULW\�,QYHVWLJDWLRQV�)RUHQVLF�/DERUDWRU\��+6,�)/��H[DPLQHV�D�PXOWLWXGH�RI�FRXQWHUIHLW�DQG�DOWHUHG�8QLWHG�6WDWHV�%&&V�
and United States Passport Cards each year. 

Plastic identity documents sometimes consist of polycarbonate layers receptive to laser engraving.  These laser-receptive substrates 

UHDFW�WR�WKH�ODVHU�E\�DOWHULQJ�WKH�FKHPLFDO�FRPSRVLWLRQ�RI�WKH�FDUG���7KLV�PDNHV�WKH�UHPRYDO�RI�WKH�ODVHU�HQJUDYHG�GDWD�XQOLNHO\���([DPSOHV�
RI� DOWHUHG�8QLWHG�6WDWHV�%&&V� DQG�8QLWHG�6WDWHV� 3DVVSRUW�&DUGV� HQFRXQWHUHG� LQ� FDVHZRUN� DW� WKH�+6,�)/�ZLOO� EH� GLVFXVVHG� LQ� WKLV�
presentation.
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