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Hands-On Digital Image Authentication Techniques
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Learning Overview: After attending this presentation, attendees will be familiar with various techniques for image authentication based on double
quantization detection analysis and first quantization step estimation of a digital image. Due to the widespread digital image forensics technique, this
presentation will attempt to make a uniformness among all the existing solutions by presenting a simple but schematic view. All techniques will be
presented organized in categories and the pros and cons exposed with regard to practical application scenarios.
Impact on the Forensic Science Community: This presentation will impact the forensic science community by raising awareness of a wide range of
solutions and the forensics community will be able to select the most accurate technique for a specific investigation case.
The widespread diffusion of digital image technology over the past decades has increased the interest in image integrity verification, thus becoming
one of the main goals in multimedia forensics. Understanding if a certain image was previously compressed, together with any information related to
past processing, is an extremely powerful tool for forensic examinations. Some of the retrievable information, such as the first quantization step used
by JPEG algorithms at image acquisition time, represents one of the fundamental parameters for both image tampering detection and source camera
identification. In this presentation, after presenting the fundamentals of JPEG compression and the traces left on digital images, the most significant
state-of-the-art techniques for integrity verification by making use of first quantization step estimation will be illustrated and critically compared.
Every day millions of people safely store and share many moments of their lives through social networks. All that data is digitally stored in multimedia
content through their digital devices, such as mobile smart phones. Thus, forensic investigations can take advantage of that data through evidence
collection of the images and videos and reconstruct a specific crime event. To check the originality of these digital clues, a new domain was recently
created called image forensics, whose goal is to leverage the knowledge of image processing to answer questions that arise in an investigative scenario.1,2
In this complex environment, since JPEG has emerged as the most popular compression standard for digital images, data related to the image processing
pipeline have been deeply analyzed by research communities in order to identify the traces left by the compression algorithm on an image.3-5 To this
end, one part of the algorithm most examined was the Discrete Cosine Transform (DCT), a mathematical tool applied on images to shift from spatial
domain to a domain of frequency.
Throughout the years, research papers that provided an overview on state-of-the-art methods in image forensics did not perform an in-depth exploration
of each aspect of DCT analysis, probably due to the difficulty of joining insights from several methods.6-16 The purpose of this presentation is to fill
this gap, which has never been covered as a stand-alone topic. The most important methods that try to model the behavior of DCT coefficients when a
JPEG image is decompressed after the shoot, edited, and then compressed again, or stored in uncompressed format, will be described with pros, cons,
and application scenarios.
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