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Learning Overview: After attending this presentation, attendees will have a better understanding of how quantum computers are poised to impact the 
future of digital forensic work. Attendees will gain an understanding of how quantum computers function and insight into both the advantages and 
disadvantages of their application to the digital forensic landscape. 

Impact on the Forensic Science Community: As with any new technology, digital forensic examiners need to understand how it works and what the 
impact is to the data they sift through daily to best anticipate both the case applications and the security needs of their industry. This presentation will 
impact the forensic science community by encouraging discussion on the applications of quantum computers and better preparing the digital forensic 
community for the anticipated challenges and opportunities of working in a quantum world. 

Digital forensic analysts are on the cusp of needing to fight a battle against exponentially more powerful cyber threats. What was once only considered 
science fiction is now reality, and quantum computers in the wrong hands present a significant problem for those trying to protect individuals and 
organizations from attackers. The applications for a quantum computer—such as the expansion of cloud computing, a faster internet, unbreakable 
encryption, and new channels of communication—are also rapidly generating interest in the security industry.1 

There are significant differences between quantum and classical computers, and some of the problems forensic examiners will face are extracting 
live data from a system when that data can be in multiple states at the same time, creating exact forensic copies when the state of a bit can change with 
each observation, capturing data in a transmission when the packet doesn’t ever traverse a network, and breaking encryption in a post-quantum 
environment.2-4,7,8,10,12-14

With these challenges also come opportunities. Digital forensic analysts will be able to use quantum encryption to crack old cases that classical 
computers simply couldn’t solve.5,6 They’ll be able to use quantum’s pattern-matching technology to scan large databases for matches on faces, 
locations, and objects of interest.9 Finally, quantum computers will very likely facilitate the transmission of classical information, making it imperative 
for examiners to know and understand the architecture they are dealing with.11,15 

This presentation examines the above questions and discusses the types of forensic needs necessary in a quantum world. This presentation will review 
how data will be transmitted in a quantum environment, advantages and disadvantages versus classical forensics, the potential for live forensics, pattern 
recognition for law enforcement applications, and discuss the code-breaking implications for today’s current forensic encryption challenges. 
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