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Learning Overview: After attending this presentation, attendees will understand the capability of various digital forensic tools when used to examine 
devices with known, documented activities. Recovery of artifacts related to activity is attempted by using each tool. Each tool’s data extraction will be 
reviewed for the tool’s ability and accuracy of locating the artifact. 

Impact on the Forensic Science Community: This presentation will impact the forensic science community by introducing knowledge regarding how 
forensic tools extract known expected artifacts. This knowledge will help examiners validate examination results and know which tool could be used 
to get a more precise representation of what has occurred on a device. This presentation will not only give examiners knowledge on forensic tools for 
Windows® computers, but also for mobile devices. 

In the field of digital forensics, forensic software plays a major role in obtaining the evidence used in convicting or excluding someone of a crime. 
Multiple different digital forensic tools have come to the market in recent years and all these tools are claimed to be the best for all the examiner’s 
needs for extracting and reporting digital evidence. However, because these tools process the data using different methods and present the recovered 
evidence in various ways, it is very challenging for the examiners to know how each tool behaves. In order to overcome this challenge, it is important 
for digital forensic investigators to have the knowledge of what tools are best at doing certain tasks they want the tools to do. This presentation is 
designed to provide digital forensic practitioners with that knowledge. 

Digital forensic examiners must prepare every examination as if it were to be presented in court. Having confidence in the tools and methods used for 
data extraction is a critical element for testimony. This presentation will provide attendees with information about effectively comparing the forensic 
tools and how the results can vary depending on the software used. Windows® computers and mobile device technology change at a rapid rate and the 
amount of people who use mobile devices grows every year. With more devices that are constantly changing, it has become increasingly important that 
examiners be aware of the differences in examination results and know how to validate their findings.  

This presentation will provide an overview of methods to validate different forensic software tools and their capabilities for discovering related digital 
evidence on Windows® computers and mobile devices. 
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