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Learning Overview: After attending this presentation, attendees will have an understanding of the current capabilities of extracting the mobile app, 
STRAVA™, Global Positioning System (GPS) data from mobile devices. 

Impact on the Forensic Science Community: This presentation will impact the forensic science community by demonstrating the benefits and 
limitations of the extraction techniques used for obtaining GPS data that is recorded through the STRAVA™ app. 

This presentation, a research project conducted by the Office of the Chief Scientist (the Research, Development, Testing, and Evaluation arm of the 
Defense Forensic Science Center), focuses on the benefits and limitations of the extraction techniques used for obtaining GPS data that is recorded 
through the discussed mobile fitness-tracking app. 

Digital Forensic Examiners (DFEs) are responsible for extracting data from various electronic devices and performing analyses on different data types. 
It is the responsibility of the Digital and Multimedia Evidence (DME) community, including DFEs and researchers, to determine how to extract and 
interpret the data as well as discover if the data may be a potentially useful source of information. With the expansion of body-worn, fitness-tracker 
devices, the DME community searches for potentially pertinent data stored within fitness-tracking devices and the companion client devices that store 
the data. 

The example body-worn, fitness-tracking app is used to track athletic activity via satellite navigation. It also works with GPS-enabled watches and 
head units. Tracking the user’s activity may be forensically useful in establishing a suspect’s location on a specific date and time. As such, understanding 
the data and establishing an extraction procedure will enable DFEs to successfully extract physical activity pattern data in cases where a suspect’s or 
victim’s location or activity may be important to establish. 

Two companion client devices (iPhone® 7 Plus and iPhone® 6) were used for this research based on their availability to the researchers. The premium 
version of the mobile fitness-tracking app was loaded to the iPhone® 7 Plus. The basic version was loaded to the iPhone® 6. The companion clients 
were used to record a number of activities (e.g., running, walking, cycling, etc.) to generate data. Generated data included distances, locations, times, 
and dates to show each user’s activity pattern. Recording only occurred when the app was activated. A manual log of each user’s activities was kept 
for post-extraction data comparison. Data was collected over several months to establish the user’s activity patterns and to collect various fitness 
activities. After several months, physical (full, including deleted data) and logical (partial) extractions were conducted on each device using standard 
computer forensic methods. Results were analyzed for accuracy by comparing the app’s data to the user’s manual log, as well as comparing the data 
recovered through the different extraction techniques. Through the evaluation of the app and the data extracted, investigators and examiners will be 
provided with relevant information on the steps to take when recovering and examining mobile devices and the GPS data that could be associated with 
a crime. 
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