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Learning Overview: After attending this presentation, attendees will better understand the capabilities, specifications, file structures, and metadata 
pertaining to video conferencing software, which will aid authentication examinations of video captures relating to such. 

Impact on the Forensic Science Community: This presentation will impact the forensic science community by providing detailed authentication 
information for commonly used conference-recording software. This is a growing, impactful, and current area of concern. 

As highlighted by the COVID-19 pandemic, video conferencing software has become an essential tool for maintaining communication between groups 
of people, whether that relates to a workplace environment or friends and family. It is common that these programs allow for recording of the video 
and audio streams, sometimes in multiple formats. Naturally, the recordings taken using conference software are also susceptible to the same issues as 
other digital recordings, namely the potential for manipulations. When performing authentication examinations, it is critical that examiners have an 
understanding of the capabilities of the purported capture device/software, as well as other factors such as the file structures of original and edited 
recordings made with said devices.1 For instance, if a recording in a standalone audio format is purported to be an original capture using Microsoft® 
Teams, knowing that this platform only records video, regardless of whether a video or voice call is made, would support the proposition that the 
recording is not an original. In the majority of cases, the examiner would have to create and/or maintain a database of multiple exemplar recordings in 
order to determine these factors, which can be time consuming.2 In cases where this is not possible as the identity of the capture device is not known, 
multiple exemplar recordings from a variety of video conferencing software are required in an attempt to identify or eliminate the source, which can 
be even more time consuming than the first scenario. To address this issue, a large-scale study of the following was performed that included:  
(1) capabilities of the most common video conferencing software on the market today, including Zoom®, Microsoft® Teams, and Skype® running on a 
variety of operating systems and devices, including Windows®, OSX®, Android™, and iOS®; (2) the specifications of the captured recordings from 
each of these software; (3) the file structure of recordings captured from each of these software; and (4) the Exchangeable Image File Format (EXIF) 
data fields and information captured from each of these devices.3,4 
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