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Learning Overview: After attending this presentation, attendees will: (1) understand the current research on the heterogeneity of Child Porn Offenders
(CPO); (2) be able to describe the limitations of the current sex offender risk assessments and CPO; and (3) be able to discuss how using digital forensics
artifacts can improve the risk assessments of CPO.

Impact on the Forensic Science Community: Our legal justice system is literally swamped with online child pornography cases. The current approach
of treating all child sex offenders as one homogenous group for the purposes of risk assessments is overburdening the system and these assessments
have low predictive validity for CPO. This presentation will impact the forensic science community by explaining how the new model will help improve
the predictive validity of the risk assessments and help reduce the risk of contact victims.

While the legal justice system in the United States appears to be acutely focused on the prosecution of child pornography offenses, commonly referred
to as Child Sexual Exploitative Materials (CSEM) offenses, there is surprisingly little empirical support for the classification of these types of sex
offenders, the penalties, treatment, rehabilitation plans, and the use of risk assessment process/tools. The United States justice system seems to rely on
anecdotal evidence at best, or at the very least, flawed stereotypes of who they believe these child pornography offenders are.' The goal of the legal
justice system is not just to prosecute those individuals who are guilty of criminal offenses, it is also to protect those that have been victimized and
hopefully prevent others from ever becoming a victim. If there is any hope of protecting against further victimization of one of our most vulnerable
sectors of society, our children, then personal feelings, biases, and opinions must be put aside, and we must start understanding who these child
pornography offenders are based on empirical evidence.*® What is needed are long-term studies that look at the ontology of child pornography
offenders, personality and demographic characteristics of potential categories of these offenders, and the real risk that these different categories of
offenders pose to society.

The focus of this presentation is to provide a model that can be used to better understand the risk that CPO pose by combining traditional child sexual
offender risk assessment tools and risk assessment tools designed specifically for CPO with digital forensic artifacts. This presentation will first look
at the current research that indicates that the individuals that engage in child sexual exploitative behaviors are not a homogeneous group.>*78 This
presentation will examine how the current offender risk assessment tools used with traditional child sexual offenders do not seem to be up to the task
and have poor predictive validity for CPO. Rather than trying to abandon and/or create new risk assessment tools for this population of offenders,
which to date has not been very successful, it makes more sense to look at supplementing these assessment tools with data/evidence derived from
digital forensics analyses.>*!? Thus, a model is provided for supplementing the risk assessment tools. This model combines digital forensic artifacts,
evidence visualization, current risk assessment tools, and a better understanding of the factors that are correlated with an increased risk of CPO
reoffending or progressing to more serious criminal behaviors such as contact offending.

Reference(s):

I Berlin, Fred S. 2019. Evaluating and Reducing Risk in Online Child Pornography Cases. The Journal of the American Academy of Psychiatry

and the Law 47 (2): 165-70. https://doi.org/10.29158/JAAPL.003832-19.

2 Long, Matthew L., Laurence A. Alison, and Michelle A. McManus. 2013. Child Pornography and Likelihood of Contact Abuse: A Comparison
between Contact Child Sexual Offenders and Noncontact Offenders. Sexual Abuse: A Journal of Research and Treatment 25 (4): 370-95.
https://doi.org/10.1177/1079063212464398.

3 Eke, Angela W., Michael C. Seto, and Jennette Williams. 2011. Examining the Criminal History and Future Offending of Child Pornography
Offenders: An Extended Prospective Follow-up Study. Law and Human Behavior 35 (6): 466—78.

4 Henshaw, Marie, James R.P. Ogloff, and Jonathan A. Clough. 2017. Looking Beyond the Screen: A Critical Review of the Literature on the
Online Child Pornography Offender. Sexual Abuse: A Journal of Research and Treatment 29 (5): 416-45.
https://doi.org/10.1177/1079063215603690.

5 Merdian, Hannah L., Nima Moghaddam, Douglas P. Boer, Nick Wilson, Jo Thakker, Cate Curtis, and Dave Dawson. 2018. Fantasy-Driven
Versus Contact-Driven Users of Child Sexual Exploitation Material: Offender Classification and Implications for Their Risk Assessment.
Sexual Abuse: A Journal of Research and Treatment 30 (3): 230-53. https://doi.org/10.1177/1079063216641109.

6 Seto, Michael C., and Angela W. Eke. 2015. Predicting Recidivism among Adult Male Child Pornography Offenders: Development of the Child
Pornography Offender Risk Tool (CPORT). Law and Human Behavior 39 (4): 416-29. https://doi.org/10.1037/Ihb0000128.

7. Babchishin, Kelly M., R. Karl Hanson, and Heather VanZuylen. 2015. Online Child Pornography Offenders Are Different: A Meta-Analysis of

the Characteristics of Online and Offline Sex Offenders against Children. Archives of Sexual Behavior 44 (1): 45-66.

https://doi.org/10.1007/s10508-014-0270-x.

McCarthy, Jennifer A. 2010. Internet Sexual Activity: A Comparison between Contact and Non-Contact Child Pornography Offenders. Journal

of Sexual Aggression 16 (2): 181-95. https://doi.org/10.1080/13552601003760006.

% Osborn, J., 1. Elliott, and D. Middleton. 2010. The Use of Actuarial Risk Assessment Measures with UK Internet Child Pornography Offenders.

Journal of Aggression. https://www.emeraldinsight.com/doi/abs/10.5042/jacpr.2010.0333.

Glasgow, David. 2010. The Potential of Digital Evidence to Contribute to Risk Assessment of Internet Offenders. Journal of Sexual Aggression

16 (1): 87-106. https://doi.org/10.1080/13552600903428839.

Digital, Risk, Porn

Copyright 2021 by the AAFS. Permission to reprint, publish, or otherwise reproduce such material in any form other than photocopying must be obtained by the AAFS.

*Presenting Author


http://paperpile.com/b/6gP2LP/ipSu
http://paperpile.com/b/6gP2LP/gzrp
http://paperpile.com/b/6gP2LP/QxBUo
http://paperpile.com/b/6gP2LP/Kkjr
http://paperpile.com/b/6gP2LP/j4Y5
http://paperpile.com/b/6gP2LP/AXzvv
http://paperpile.com/b/6gP2LP/HttiS
http://paperpile.com/b/6gP2LP/UY7P
http://paperpile.com/b/6gP2LP/sfRi

